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CLOWNE PARISH COUNCIL

DECLARATION OEEETANCE OF OFFICE AS
MEMBER OF THE COUIRCI1O- 2023

DECLARATION OF ACCEPTANCE OF OFFICE

I, (specify full name)having been elected to the office of Member of Clewarish Council hereby
declarethat | take that &fice upon myself and will duly afaithfully fulfil the duties of it according to

the best of my judgement and ability. | will abide b§th/ 2 dzy OAf Q& [/ 2RS 2F [ 2y
and Financial Regulatioasall times whilst | am an elected representative of the Council.

{ATYSR XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

This declaratin was made and signed before the Clerk, as Proper Officer to Clowne Parish Council, ¢
this day(specify day and date)

{ATYSR XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXC

Steven Singleton
Clerk to the Council






CLOWNE PARISH COUNCIL

DECLARATION OF ACCEPTANCE OF OFFICE /
CHAIR OF THE COUNCIL$®Rify year)

DECLARATION OF ACCEPTANCE OF OFFICE
l, (specify full namehaving beerlected as Chaaf Clowre Parish Council hereby declare that | take

that roleupon myself and will duly and faithfully fulfil the duties of it according to the best of my
judgement and ability.

{ATYSR XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
This declaratin was made and sigddefore the Clerk, as Proper Officer to Clowne Parish Council, on
this day(specify day and date)

{ AHYSIV? XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXC

Steven Singleton
Proper Officer of the Council






CLOWNE PARISH COUNCIL

DECLARATION OF ACCEPTANCE OF OFFICE /
CHAIR OF THE COUNCIL$®Rify year)

DECLARATION OF ACCEPTANCE OF OFFICE
[, (specify full namehaving beerlected as Viec€hairof Clowre Parish Council hereby declare that |

take that roleupon myself and will duly and faithfully fulfil the duties of it according to the best of my
judgement and ability.

{ATYSR XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
This declaratin was made and sigddefore the Clerk, as Proper Officer to Clowne Parish Council, on
this day (specify day and date)

{ATYSR XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXC

Steven Singleton
Proper Officer of the Council
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Clowne Parish Council

Council Term of Office 2012023

Code of Conduct fazouncillors &isclosable Interests

CODE

OF CONDUCT
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Introduction

Members of Clowne Parigtouncib K SNB I Fi SNJ NB ¥ SNaBheeleced & G KS
representative® K SNB I T i SNJ NB F S NaNtBeReoplewithinithe Warish afyCloine, t 2 NA
Derbyshireand they take decisions on their behalf.

C2NJ 0KS LIzN1J2 a S23LIJRSFR (YKS\Yao SNXR SAZa | WARNR 2y 6 K2
but who is either a member of any committee or-amnmittee of the Council, or a member of, and
represents the Council on any joint committee or joint-saimittee of the Council, and who is

entitled to vote on any question that falls to be decided at any meeting of that committee-or sub
committee.For the purposes of this Code, and unless otherwise expressed, a reference to a member
of the Council or Counldt includes a copted member of the Council.

C2NJ GKS LldzN1}2asSa 2F (KAa /2RSXZ | WYSSGAyYyIAQ A
committees, joint committees or joint sdommittees.

The purpose of this code of conductasset out thestandards of conduct expected of Councillors
when carrying out theiduties and to demonstrate to the public the standards of conduct they can
expect fromtheir elected representatives.

This code applies to Councillors whenever they are carrying oubtheial duties as aelected
representative of the Council. Although, in line with the Localism Act @@ddode only applies to
Councillors when they are carrying out their official dutegertheless the Council expects its
Councillors to upholdigh standards of conduct atl times in order to uphold the reputation of the
Council and the office to which thegve been elected.

All holders of public office must uphold the seven principles of publiclifé a 2 1y 26y
Y (K

-1
t NRY Othds#LINAQOA LX S& dzy RSNLIAY |yR Ay ¥F2N /

S 2
The seven principles are:

V SelflessnessHolders of public office should act solely in terms of the public interest.

V Integrity¢ Holders of public office must avoid placihgmselves under any obligatitm
people or organisations that might try inappropriately to influence them in their work.
They should not act or take decisions to gain financial or other material benefits for
themselves, their family, or their friend$i€ly must declare and resolve any interesid
relationships.

V Objectivityc Holders of public office must act and take decisions impartially, fairlgrand
merit, using the best evidence and without discrimination or bias.

V Accountabilityc Holders of pubti office are accountable to the public for their decisiamd
actions and must submit themselves to the scrutiny necessary to ensure this.

V Openness, Holders of public office should act and take decisions in an opemnasasgparent
manner. Information sbuld not be withheld from the public unless there alear and lawful
reasons for so doing.

V Honestyg Holders of public office should be truthful.

V Leadershig; Holders of public office should exhibit these principles in theirtmiiaviour.
They should etively promote and robustly support the principles anaviling to challenge
poor behaviour wherever it occurs.
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1.0 The Code of Conduct
1.1 Behaviour

When a member of the Council acts, claims to act or gives the impression of actiegrasentative
of the Council, he/shhas the following obligations:

- Theyshall behave in such a way that a reasonable person would regard as respectful.

- Theyshall not act in a way which a reasonable person would regard as bullying or intimidatory

- Theyshall not behave in a manner which a reasonable person would regard as likely to bring
the Council, or theioffice as a member of the Council, into disrepute.

- Theyshall use the resources of the Council in accordance with its requirements.

- They shalnot use their position as a Councillor for personal financial gain.

- They shall not place themselwgsder any financial obligation to any person or organisation
who might attempt to influence them

- They shall not use thgwosition as a Councillor imgerly to confer an advantage or
disadvantage on yourself or any other person.

- They shall not disclose information which is confidential or where disclosure is prohibited by
law.

1.2Promotion and Maintenance ofdhdards

Amembershaf I YAEf A NA&S KAYKKSNESET 6AGK GKS [/ 2dzy O
standing orders of the Council WlOK  NXf I S { 2 suppSriviie Edukicin tBe2pybdRatih (i
of high standards, and in ensuring access by the public to the €panciNBE O2 NRa NX 3| NR
registrationanddec G A2y a 2F YSYOSNBRQ AYyiSNBadao

1.3 Registration of interests

Within 28 days athis Code being adopted by tmuncil or theslection orappointment to office

(where that is laterdf a Councillor the themust register with the Monitorin@fficerat Bolsover

District Council (as Principal Authorttyg interests which fall within theategories set out in the
Disclosable Pecuniary Intats andOther Registerable Interestghich are attachedt Appendix A
herein

Throughout your term of office yauust ensure that your register of interesskept upto-date and
within 28days of becoming aware of any new interest ipekulix A or B, asf any changéo a
registered interestyou mustotify the Monitoring Officer.

A Councilloneed only register the existence but not the details of any interest which the Monitoring
hFFAOSNI I ANBSaAa Aa | WwWaSyahi iishgidisdoged NPublic 2gister,  ?
could lead the member or a person connected with the member to be subject to violence or
intimidation.

If a Council function can be discharged by the membargatone, and they are aware that they have

a Disclosable Interest then thslyall not deal with that matter except to enable the matter to be dealt
with by someone else.

13



1.3.1Disclosable Pecuniary Interests

Where a matter arises at@ouncimeeting which relate to an interest in Appendixs&ction 1
Councillorsnust declare the interesit the meeting not participaten any discussion or vote on the
matter and must not remain in the room unless granted a dispendayitime Council

Ifitisala Sy aAdA@S AyiSNBaduQs e&2dz R2 y20i KIF@S (2 |
1.3.20ther registerable interests

Where a matter arises at a meeting which redatean interest in Appendix A sectigry@u must
declare theinterest. You may speak che matter only if members difie public are also allowed to
speak at the meting but must not take part iany vote on the matter unless you have beemtgd a
dispensatiorby the Council

IfitisaW?a Sy a A (1 A @ Sdo hoyhave dBetlar®tbe ndufedaf the interest.
1.3.3Nonregisterable interests

Where a matter arises at a meeting which relategour financial interest (and is noDasclosable
Pecuniary Interest) or a financialerest of a relative or closgssociate, you must disclose the interest
and not vote on the matter unlegganted a dispensation. You may speak emtiatter only if
members of theublic are also allowed &peak at the meeting.

IfitAa | W&aSy aA dongt Saveity deckanEna mafiE of éhe idierest.

Where a matter arises at a meeting which affects your avaméial interest or &inancial interest of a
friend, relative, clse associate dyody covered byAppendix Arou must disclose the interest.

Where the matter affects the financial interest tgra@ater extent than it affectihe financial interests
of the majority of inhabitats of the ward affected by th@ecision and a reasonable mien of the
public knowing all the facts wouliklieve that it would affect your view of the widpublic interest
you must notvote on the matter unless granted a dispensati

You may speak on the mattenly if members of the public are alsltowed to speak at the meeting.
LF AG A& | WwaSyairidAgS AyiSNBaGQzx e2dz R2 y20 ¢
1.4Related documents

The following documents also provide guickon the standards of condwetpected of Councillors
and can asst in theinterpretation of this code of conduct.

- Council Standing Orders

- Council Financial Regulations

- The Rules of Procedure that set out theaagements for dealing with alleged breach of this
code.

- ¢KS / 2dzy OAf Qa { 2 Odut-approprist&iethaviddrdeheiride/takifg Coshdil &
business through social media.

14



- ¢KS / 2dzy OAf Qa 3 dzh R bspitQlify halas Courititoss diecide avhethdr G a |
accept a gift or hospitajitand when to declare it in the register.

1.5Regster of Pecuniary andon-Pecuniangnterests

Appendix Aection 1
Interest described as follows:

Subject Description

Employment, office, trade, professionvacation
Any employment, office, trade, prof@sn or vocation carried on fprofit or gain.

Sponsorship
Any payment or provision of any other financial benethdr thanfrom the Council) made to the

Cauncillor during the previouk2-month period for expenses inawed by him/her in carrying out
his/her duties as a Councillor, or towards his/her election expenses.

This includes any payment or financial beneditifia trade unionvithin the meaning of theradde
Union and Labour RelatiofSonsolidation) Act 1992.

Contracts

Any contract made beten the Coundor or his/her spouse or ciyhrtner or the person with whom
the Councillor is living as if theyere spouses/civil partners (offiem in which such person is a
partner, or an incorporated body ofweh such person is a directast a body that such person has a
benefcial interest in the securitiex*) and the Councfla) under which goods or services & be
provided or worksire to be executed; an) which has not been fully discharged.

Landand Property

Any beneficial interest in lanwhich is within the area of the Countl] Y RQ SEOf dzRS& |
servitude, interest or right in or ovdand which does not give the Codlweior his/her spouse or civil
partner or the person with whom th@ouncillor is living as if thexere spouses/civil partners (alone or
jointly with another) a right toccupy or to receive income.

Licences

Any licence (alone or jointly with @is) to occupy land in the area of the Council foroath or
longer.

Corporate €nancies

lye (SylyoOé ¢KSNB 602 GKS /2dzyOAff2NDa (y26f ¢
(a) the landlord is the Council; and
(b) the tenant is a body that the Councillor, or his/Bpouse ocivil partner otthe person with
whomthe Councillor is living aghiey were spouses/civil partners ipatner of or a director*
of orhas a beneficial interest in the securities* of.

15



Securities

Any beneficial interest in securities* of a body where
(a) that body (to the Coundil2 N & |y 2 6 f S RoAsthéss & larid inlthe ardfalof@h8 2 ¥
Council; and

(b) either

() the total nominal value of the securities* exceeds £25,0@herthundredth of the total issued
share capital of that body; or

(i) if the share capital of that bodyof more than one class, thatal nominal value of the shage
of any one class in which tmuncillor, or his/her spouse avit partner or the person with
whom the Councillor isving as ifthiey were spouses/civil partndnas a beneficial interest
exceeds oa hundredth of the total issueshare capital of that class.

FQRANBOG 2N Ay Of dzR S & mianagéeerittoSaNindistrial inddvidedtBociwth G G

FDRSOdZNA GASAQ YSIEya &KLl NbanstocR Sandyunitdatalécive RS o6 Sy
investment scheme within the meaning of the Financial Services and Markets
Act 2000 and other securitiebany description, bder than money deposited withbailding society

AppendixXA ¢ Section 2

(1) Anybodyof which the Councillor is inpmsition of general control ananagement and to which
they are appointed or nominated by the Council;

(i) Anybody
(a) exercising functions of a public nature;
(b) directed to charitable purposes; or
(c) one of whose principal purposasludes the influence of publopinion or policy (including
anypolitical party or trade uniorgf which the Councillor is a mer or in goosition of general
control or management;
(iif) Any gifts or hospitality worth more than astienated value of £30 which tl&ouncillor has
received by virtue of his or her office.

16



APPENDIX A

Entry Number:

Clowne Parish Council
aSYOSNBE Q@ LUGYSRR /a2SY0 SNE Q
Disclosable Pecuniary and Other Interests

/| 2dzy OAf ft 2NR&a Cdzf bl YSY 17 1/ U/ R U/ R (VR (VR U

Address:

Calzy OAtfY /f26yS tINRAK / 2dzyOAf OKSNBI FGS

Note ¢ KNR dzZaK2dzi GKAA&a R20dzYSyid GKS al dzi K2 NX
area covered by the Counilther than the ward the Member represents.

Declaration:

|, [please stat@ully  YSB8 X X X X X X X XEKXXKXXXKPZIA PSS y2iGA0S G(KI
interests belowat Section 1 & Sectiontreinthe appropriateareag | Yy R MNOMES 4 Jd&INBY
have no such interest in any area.

| understand and acknowleelghe following:

1.

| must complete, sign and return this notigithin 28 days of thé¢ 2 dzy Coll€ ofGonduct
being adopted or within 28 days of my election or appointment to office

| alsounderstand that | must register my disclosable pecuniary interests and Local Choice
disclosable noecuniary interests by providing written notification to the Monitoring Officer
at Bolsover District Counoil the details required as set out in tfdsm.

If my circumstances changenust,within 28 days of becoming aware of any changeke
interests specified herejmprovide written notification to the Monitoring Officef that change.

| understand that | should do this by making the necessagndments to this form as soon as
possible.

This form contains disclosable pecuniary interests as prescribgteligelevant Authorities
(Disclosable Pecuniary Interests) Regulations.2012

Disclosable pecuniary interests include not only my interests but also the interests of my
spouse or civil partner, a person with whom | am living as husband or wife or a person with
whom | am living as if they were a civil partner, so far as | am awéeiofdrests of that
person.

17



5. The Localism Act 2011 created specific criminal offences in relation to the disclosure of
pecuniary interests (Part 1 of this form).

6.

| understand it is a criminal offence to:

Vi.

to fail to register a Disclosabled®niary Interest (DPI) | am aware of within 28 days of
my election or reelection;

. to take part in the debate or vote at any meeting where | have a registered or

unregistered DPI;

i. to fail to declare at a meeting and/or to take part in the debate or viokemaware,|

have a DPI which is not yet registered or notified to the Monitoring Officer;

if I have declared an unregistered DPI at a meeting, to fail to register that within 28
days of that declaration;

to provide false or misleading information itatén to any registration or to be
reckless as to its accuracy;

to take any steps or further action on a matter in which | have a DPI other than
referring it elsewherein each case without reasonable excus®] | recognise any
such failure is a direcbaotravention of the Localism Act 2011 and a criminal offence;
and may be investigated by the police and referred to the Director of Public
Prosecutions. | understand thapon conviction a Member or auptee may be fined

up to a maximum of £5,000.

If | feel | have an interest which, if disclosed on a public registédd lead to me or a person
connected to me being subject to violence or intimidation, then | must disclose this as a

sensitive interest to the Monitoring Officer and need not dedtasa this form.

I must,within 28 day®f receiving any gift or hospitality in my capacity as a Memberawith

estimated value of at leasB8, provide written notification of that interest, including details of
the person(s) from whom it was receivédnderstand that | should do this by completing the

WwSIAEAGNI GAZ2Y 2F ahdlretiardittd: Yy R K2ALAGFEAGEQ T+

The Monitoring Officer
Bolsover District Council
The Arc, High Street
Clowne

S43 4JY

18



Section 1

Please answall partsof this form.

1. Disclosabl®ecuniary Interests

You must enter information in every box.

If you do not have an interest in a particudaestion,LJ S| a S

LJdzi ab2ySéod

Please provide details:of

All your interests must be properly recorded in eq@propriate areas.

Disclosable Pecuniamntérests

You

Your spouse or civil partner,

person with whom you are
living with as husband or

wife, or a person with whom
you are living as if they wer¢

a civilpartner

a) Employment, office, trade,
profession or vocation

Any employment, office, trade,

profession or vocation carried on

for profit or gain.

b) Sponsorship
Any payment or provision of any

other financial benefit (other than
from the relevantuthority) made
or provided within the relevant
period in respect of any expenses
incurred by you in carrying out
duties as a member, or towards
your election expenses.

This includes any payment or
financial benefit from a trade uniol
within the meaning bthe Trade
Union and Labour Relations
(Consolidation) Act 1992.

19



c) Contracts

Any contract which is made
between the relevant person (or a
body in which the relevant person
has a beneficial intest) and the
relevant authority:

i.  under which goods or
services are to be provided
or works are to be
executed; and

ii.  which has not been fully
discharged.

d) Land

Any beneficial interest in land
which is within the area of the
relevant authority.

e) Licences

Any licence (alone or joigitwith
others) to occupy land in the area
of the relevant authority for a
month or longer.

f) Corporate tenancies
Any tenancy where (to your
knowledgé:

i. the landlord is the relevant
authority; and

ii. thetenantis a body in
which the relevant person
has a beneficial interest.

s)] Securities

Any beneficial interest in securitie
of a body where

i.  that body (to your
knowledge) has a place of
business or land in the are
of the relevant authority;
and

20



eithert

a.

the total nominal
value of the
securities exceeds
£25,000 or one
hundredth of the
total issued share
capital of that body;
or

if the share capital
of that body is of
more than one
class, the total
nominal value of the
shares of any one
class in which the
relevant person has
a beneficial interest
exceeds one
hundredth of the
total issued share
capital of that class.

21



Section 2

Other Inteests under the Code of Conduct
Please answer all parts of this form. You must enter information in every ymx.do not have an
interest in aquestion LJX S | & MonekJdr(i &

Allyour interests must be properly recorded in the appropriate areas.

Please providdetails of

a) Any body of which you are
member or in a position of
general control or
management and to which
you are appointed or
nominated by your authority

b) Any Body of which you are
member or in a position of
general control or
management.

(1.) exercising functions of a
public nature:

(2.) directed to charitable
purposes; or

(3.) one of whose principal
purposes includes the
influence of public opinion or
policy (including any political
party or trade union)

| recognise thial have a legal duty to complete this form and that | must not:
1. Omit any information ought to be given in this notice;
2. Provide information that is materially false or misleading;
3. Fail to update this information as my circumstances change.

Full Name

Councill Clowne Parish Council

DateSigned

a2yAld2NAYy3 h¥

Date Received
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Clowne Parish Council

Council Term of Office 2012023

Council Standing Orders
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1.INTRODUCTION

Standing orders arthe written rules of a locab@ncil Standing orders are essent@regulate he
proceedings of a meeting. A@hcil may alsase standing orders twonfirm or refer to various internal
organisational and administrative arrangements.

The standing orders of ahcil are not the samesahe policies of ad@lincil butstanding orders may refer to
them.Local Guncils operate within a wide statutdinramework and as suchiét not possible for thetanding
orders to contain or reference all tisgatutory or legal regirements which apply t@tal @uncils.

The statutory equirements to which adDircil is subject apphlywhetherthey are incorporated in a2Cdzy” OA f Q &
standing orders. Financiagulations are standing orders to regulate andtiam the financial affairs and
accountingprocedures of a localo@nciland are defined separatelyhe financial regulationas opposed to

the standing orders of adDncil, include most ohe requirements relevantto the@2 dzy OA f Q&8 wSaLkRy
Financial Officer.

For convenience, thé 2 NR & © 2 @&N® A astandidorlerd afd, linfelBeictext suggests
otherwise, includes a nerouncilbr appointed by Counailith or without voting rights.

2.RULES OF DEBATE AT MEETINGS

Motions on the agenda shall be considered endihder that they appear unlefise order is changed #he
discretion of the @air of the meeting.

V A motion (including an amendment) shall netdrogressed unless it has baanved and seconded.

V A motion on the agenda that is not moved by its propas&y be treated byhe hair of the meeting
as withdrawn.

V If a motion (including an amendment) has been seconded, it may be withbyativa proposer only
with the consent of the seconder and the meeting.

V An amendment is a proposal to remove or add wesds motion. It shall nategate the motion.

V If an amendment to the original motion is carried, the original motioarfended) becomes the
substantive motion upon which further amendment(gy be moved.

VvV An amendment shall not be considerauess early verbal notice of it is giarihe meeting ad, if
requested by the i@air of the meeting, is expresséuwriting to the @air.

V A councillor may move an amendment to'iés own motion if agreed by theeeting. If a motion has
already beeneconded, the amendment shall be wilie consent of the seconder and the meeting.

V If there is more than one amendment to an original or substantive motiommieadments shall be
moved in the order directed by the chairman of theeting.Subject to proisions hereironly one
amendment shall be moved addbated at a time, the order of which shall be diegl by the Gair of
the meeting.

V One or more amendments may badlissed together if the Chairthe meeting considers this
expedientbut each amendment shall be voted umeparately.

25



A councillor may not move more than one amendment to an origirslbmtantive motion.
The mover of an amendment has no right of reply at the end of debate on it.

Where a series @imendments to an original motion are carried, the moveheforiginal motion shall
have a right of reply either at the end of debate onftret amendment or at the very end of debate on
the final substantive motiommediately before it is put to theote.

Unless permitted by theh@ir of the meeting, a councillor may speak oircéhe debate on a motion
except:

to speak on an amendment moved by another councillor;

to move or speak on another amendment if the motion has la@eended since Hber lastspoke;
to make a point of order;

to give a personal explanation;torexercise a right of reply.

During the debate on a motion, a councillaaymnterrupt only on a point afrder or a personal
explanation and the couillor who was interrupted shatop speaking. A councillor raising a point of
order shall identify the standing order which they consider been breached or epify the other
irregularity inthe proceedings of the meeting fmer is concerned by.

A poirt of order shall be decided by ti@hair of the meeting and their decision shall be final.
When a motion is under debate, no other motion shall be moved except:

to amend the motion;

to proceed to the next business;

to adjourn the debate;

to put the motin to a vote;

to ask a person to be no longer heard or to leave the meeting;

to refer a motion to a committee or stdommittee for consideration;

to exclude the public and press;

to adjourn the meeting; or

to suspendstandingorder(s) exceptingibse which refleanandatory statutory or legal requirements.

Before an original or substantive motiisrput to the vote, the I&ir of the meeting shall be satisfied
that the motion has been sufficiently debated dhdt the mover of the motionnder debate has
exercised or waived his rightreply.

The contributions ospeeches by a councillor shall relate only to the motion under discussishahd
not exceed3) minutes wihout the consent of thel@ir of the meeting.

3.DISORDERLY CONDUCT AT MEETINGS

No person shall obstruct the transactiorbofiness at a meeting or behasiensively or improperly.

If this standing ordeis ignored, the Rair of themeeting shall request such person(s) to erade or improve
their conduct.

If the person(s) disreayd the request of the itair of the meetingo moderateor improve their conduceny
councillor or the Bair of the meeting magnove that the person be no longer heard ordxeluded from the
meeting. Thenotion, ifseconded, shall be put to the vote without discussion.
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If sucha resolution is ignored, then@ir of themeeting may take further reasonable stepsdstore order or to
progress themeeting. This may includeispendingr closing the meeting and/or seegiintervention by the
Police.

4. MEETINGS GENERALLY

Meetings shall not take place ingpnises which at the time of threeeting are used for the supply otahol,
unless no other premisese available free afharge or at a reasonable cost.

Aminimumof three clear days for noticof a Council meeting shall be given however this does not irtbleide
day on which notice was issued, the day of the meeting, a Sundiay of the Christmas break, a ddyhe
Easter break or of a bahbkliday or aday appointed for public thanksgiving or mourning.

Meetings shall be open to the public unless their presémprejudiciaio the public interest by reason tife
confidential nature of théusiness to be transacted or for other special reasons.

¢ KS LJdxzoldsibnGron part oall a meetingshall be by a resolution whishall give reasons for the pubI &
exclusion.

Members of the public may, at the discretion of the Clnadtke representations, answer questions! give
evidence at a meeting which they are entitled to attend in respect diulmess on the agenda.

Theperioddesignated for public participation atmeetng inaccadance with standing ordeshall not exceed
(20) minutes unlesslirected by the Chaof the meeting.

Unless agreed by the Chaimember othe public shall not speak forore than(3) minutes.

A question shall not requirerasponse at the meeting nor start a debatetbe questionHoweverthe chair of
the meeting may direct that a written or oral response be given.

A person shall raise thdiand when regesting to speak.
A person who spealat a meeting shall @ict his comments to the chaif the meeing.

Only one person is permitted to spealaatme. If more thamne person wants to speak, thadl of the
meeting shall direct the order epeaking.

Qubject to standing orderiserein aperson who attends a meetinggsrmitted to report on the meeting vilist

the meeting is open to theublic.

¢ 2 AaNBLR2 NI ¢ Ydyiaphanaki an adidio re¥okdiofinike?ing proceedings, use any other means
for enabling persons ngresent to see or hear the meeting as ikes place or later or to repoot to provide
oral or written commentar about the meeting so that theport or commentary is available as theeting

takes place or later tpersons nopresent.

A person present & meeting may ngbrovide an oral report or orabmmentary about a meeting as it takes
place without permission.

The press shall be provided with reasdedhcilities for the taking @heir report of all or part of a meeting a
which they are entitledb be present.

Subject to standing orders vehi indicate otherwise, anythiragithorised or required to be done by, or
before the Chaimay in his absence be done loy or before the Vic€hair.
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The Chajrif presentshall preside at a meetingtiile Chaiis absent from a nmeging, the ViceChairf present,
shall preside. If both th€hairand the Vie-Chairare absent from a meeting, a councillorchssen by the
councillors present atie meeting shall preside tite meeting.

Subject to a meeting being quorate,cliestions at a meeting shall decided by anajority of the councillors
voting.

The @airof a meeting may give amiginal vote on any matter pt the vote, and in the case of an edjty of
votes may exercise a casting vatieetherthey gave an original vote.

Unless standing orders provide otherwigeting on a question shall bg a show of hands. At the requestof
councillor, the voting on arguestion shall be recorded show whether each councillpresent and voting
gave his vote for or against that question.

Such aequest shall be made before moving on to the next item of business agéinela.

The minutes of a meeting shall include an accuexterd of the following:

i. the time and place of the meeting;

ii. the names of councillors who are presand the names of councillongho are absent;

iii. interests that have been declareddnuncillors

iv. the grant of dispensations (if any)ctmundllors;

v. whether a ouncillor left the meetingvhen matters that they helohterests in were beingonsidered;
vi. if there was a public participation session; and

vii. the resolutions made.

A councillowho has alisclosable pecuniary interest or @her interest as setoutinthe 2 dzy OA f Qa O2 F
conduct in a matter &ing considered at a meetingsisbject to statutory limitations or restrictie under the
code on higight to participate and vote on that matter.

No business may limnsacted at a meatp unless at least orthird of the whole number of members of the
Council are present and in no casieall the quorum of a meeting be lekan three.

If a meeting is or becomes inquorate business shall be transaci&uad the meetig shall be closedhe
business on the agenda for the meetsigll be adjourned to another meeting.

Ameeting shall not exceed a period(8f hoursunless standing orders are suspended to allow such.
5.COMMITTEES AND SLBMMITTEES

Unless theCouncil determines otheiise, a committee may appoinsab-committee whose terms ag&ference
and members shall bgetermined by the committee.

The members of a committee may includsr-councillors unless it ismmmittee which regulates armbntrols
the finances of the Council.

Unless the Council determines otherwiagkthe members of an advisargmmittee and a sulsommittee of
the advisory committee may ®n-councillors

The Council may appoint standing committees or other commidie@say benecessary, and:
i shall determine their terms of reference;

ii. shall determine the number and time of the ordinary meetwofggstanding committee up until the
date ofthe next annual meeting of tHeouncil,

28



Vi.

Vil.

viii.

Xi.

Xii.

shall permit a committee, other thaniaspect of the ordinary meetingd a committee, to
determine the number and time of its meetings;

shall, subject to stating orders herein, appoint and determine teems of office of members of
such a committee;

may, sulect to standing orders hereinppoint and determine théerms of office of the substitute
membersto a committee whose role is teplace the ordinary members at a meetofg
committee if the ordinarynembers of the commigte confirm to the Clerk’) days befordhe
meeting that theyare unable to attend;

shall, after it has appointed theembers of a standing committegppant the Qair of the
standing committee;

shall permit a committee other than a stingcommittee, to appoint its ownhair at the first
meeting of the committee;

shall determine the place, notice recgrnents and quorum for a meetitng a committee and a
sub-committee whch, in both cases, shall be no less than three;

shall determine if the public may participate at a meeting of a committee;

shall determine if the@ublic and pess are permitted to attend thmeetings of a sulsbommittee
andalso the advance public noticequirements, if any, required for the meetings of a-sub
committee;

shall determine if the public may participaiea meeting of a subcommittébat they are
permitted to attend; and

may dissolve a committee or a soiimmittee.

ClowneParish Councihpproved StandinGommittees:

Allotments Committee

Purpose The committee isesponsible fothe day to day managemewf Hickinwood Lane
Allotments ensuringthat the allotments operatén accordance wit all relevant acts and
statutes,as amended from time to time.

Membership Councillors A. Bailey, D. Dixon, S GregdrnHughed\. Yewman,

Voting Rights | Yesg simple majoity with Chair having casting vote

Quorum 3

Frequency of | As Required

Meetings

Terms of Reference

Al To keep under review the terms of the tenancy agreements in place for all allo
allotments plots including the termination of tenanegreements for serious or persiste
breaches of the terms of the agreement.

A2 To keep under review the level of annual rent charged to tenants.

A3 To keep under review the Allotments waiting list and allocate tenancies as from time tc
may become wailable;

Ad To undertake a programme of maintenance and improvements as required to ensure th
Allotments remains fit for purpose.

A5 To review the annual membership of The National Allotments Society.
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Clowned& Barlborough JoinBurial Committee

Purpose The committee is responsible for the day to day management of Clowne & Barlborough
Cemetery, in particular ensuring that the cemetery operates in accordance with section
of the Local Government Act 1972, The Ldaahorities' Cemeteries Order 1977 and any
associated legislation as amended from time to time.

Membership All elected Members of Clowne and Barlborough Parish Councils

Voting Rights

9 elected Memberg, 6 from Clowne Parish Council
3 from Barlborough Parish Council

Quorum

4

Frequency of
Meetings

Quarterly unless an Extraordinary Meeting is convened in accordance with Council Sta
Orders

Terms of Reference

P1 That Clowne Paris@ouncil assumes Principal body status in terms of statutory compli
with employment, public works contracts, health and safety, public finance accountin
reporting legislation.

P2 To determine the annual budgetary requirements for Clowne and Banllgh Parish Counci
and refer to their respective annual precept meetings for consideration and approval.

P3 That Clowne Parish Council will contribute two thirds of the total annual precept require
and Barlborough Parish Council wintribute one third.

P4 To annually rotate the chair and vice chair of the Committee between Clowne
Barlborough Parish Councils.

P5 To determine the public opening and closing times of the cemetery.

P6 To determine arrangements for thepening and locking of the cemetery.

P7 To determine arrangements for the maintenance of the grounds, memorials, headst
graves, urns, caskets, buildings, roadways and footpaths, car parking, signage, park fu
fixtures, fittings andoundary fencing as required.

P8 To agree and keep under review the fees and charges for Inurnment and Interment.

P9 To ensure that systems of work, internal controls and operating procedures used
management and operation of the cemetery complith statutory requirements, are saf
and remain fit for purpose.

P10 To maintain proper records, receipts and registers in connection with all Inurnments
Interments and associated payment of fees and charges levied and ensure that a sys
distindive identifying numbers for all graves and urns is in place.

P11 To determine arrangements for the digging, opening and closing of graves.

P12 To ensure that sufficient land is acquired and consecrated for future Inurnment and Inte

needs.
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Complaints Committee

Purpose The committee isesponsible foreviewing the way in which the Council deals with
complaints and for reviewing complaints that have not been able to be resalvstage 1
by the Clerko the Council

Membership 3 elected Menbers of Clowne Parish Council

Voting Rights | None

Quorum 2

Frequency of | As Required

Meetings

Terms of Reference

P1 To keep undereview(i KS / 2Qiryiplamts Brécedure and make recommendations
Council on any changes that are considered necessary to ensure compliance with legi
procedural effectivenesand other statutory obligations.

P2 To consider stage 2 levadmplaints that have not been satisfactorily rasad by the Clerks
a stage 1 complairgnd undertake orecommendo Council appropriate action to resolve tk
matter as required.

P3 To ensure that confidentidly of both the complainanand the subject of any complaiig
respected.

P4 To undertake all necessary investigations required to be able to properly respond to s
complaints.

P5 To refer anyunresolved stage 2 complaints to the Council for formal consideration (class

stage 3 complaints).

EventsCommittee

Purpose The committee isesponsible for the planning and-@odination of a programme of
community events, festivals arsthool holiday activities in accordance with the Council
agreed events budget.

Membership Councillors M. Dixon, N. Hoy, D. SHltYewmarfl Vacancy)

Voting Rights | Yesg simple majority with Chair having casting vote

Quorum 3

Frequency of | As Required

Meetings

Terms of Reference

El

¢2 3INBS GKS /2dzyOAt Qa Fyydzrf LINBINI YYS
for young opleand assist in iterganisation, planning and delivery as required.

To recommend to Council an annual budget to deliver the programme of events and fe
and School holiday activities; including cost of entry/activity for customers where releva

To develop a suitable Marketing and Publicity Plan to raise awareness of the a
programme of events and festivals and School holiday activities;

Toorganise and c@ NRA VI S ( liiSmas Butaiiadidné i@ and around the tow
centre;

B
B3
E
B

To arange the purchase of hanging baskets aichilar floral arrangements, tubs an

planters;
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FinanceCommittee

Purpose The committee isesponsible for workingvith the Responsible Finance Officer (RFO) in t
YEyF3SYSyid 2 financiél solréesaidia dosider and recommend strateg
and action orpolicy and operational matte®2 Yy OSN}Y SR gA G K [/ 2 dzy O
and resources.

Membership Councillors B. Bosworth, D. Dixon, N. HbyValke(1 vacancy)

Voting Rights | Yesg simple majority with Chair having casting vote

Quorum 3

Frequency of | As Required

Meetings

Terms of Reference

F1 To determine the annudludgetary requirements for the Council and recommend an An
Budget Plan, including the level of Precept required for consideration and approval by C
¢2 1SSL) dzyRSNJ NB@GASg | YR slFiMasoaRRegulations bdd il
associated system of internal controls.
To consider internal and external audit reports as required and approve recomme
changes/ actions to the financial controls of the Council.
To keep under review the level of Council investments, contirigerand reserves.

F5 ¢2 1SSL) dzy RSNJ NB@ASg G(G(KS /2dzyOAf Qa Aya

F6 To consider and approve all Creditor payments due during the current budget year as
required.

F6 To act as authorised signatories onG@tluncil bank accounts as required.

F7 ¢2 1SSL) dzy RSNJ NB@ASg GKS [/ 2dzy OAf Quwear! LIJ
changes as from time to time may become necessary.

=] To act as tender evaluation panel for all contracts to be awarded above £25,000;

F9 ¢2 SyadaNBE GKFG GKS /2dzyOAt Qa CAYIlFYyOALl €

F10 ¢2 SyadzNBE ( KAsdet Rédisteis pfopedyfr@iktéin@diand that all assets are
properly disposed of at the end of their useful life or wheemsidered surplus to
requirements.

F11 To consider the draft Annual Governance and Accountability Return (AGAR) prior to
approval by the Council.

F12 To consider and approve all applications/requests for Section 137 and Barlborough Wi
Farm Communitydhd grant funding.

F13 To act as Trustees to all Charity Accounts held by the Council.

F14 ¢2 1SSLI dzy RSNJI NB@AS¢g (GKS /2dzy OAft Qa FSS
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Human Resource€ommittee

Purpose The committee isesponsible for

Membership Councillors A. Bailey, S Gregory, N. Hoy, R. W@lkercancy)

Voting Rights | Yesg simple majority with Chair having casting vote

Quorum 3

Frequency of | As Required
Meetings

Terms of Reference

HRL Toensure that staffing levels are adequate for the Council to safely fulfil its legal, financi
operational duties and responsibilities.

HR To consider levels of staff remuneration and annual pay awards.

HR3 To deal with employee grievances aRdh & OA LJX Ayl NB Yl GGSN&R A
approved policies and procedures.

HRL To oversee the recruitment and selection of vacant or new posts as required.

HR’S ¢t2 2O0SNRBSS GKS /2dzyOAf Q& 2 2 NJ LI ColnSil confpliés
with its legal duties and responsibilities as an employer.

HR6 To ensure that the Council complies with all of its duties and responsibilities relating t
al 2Sa0ASa wS@OSydzS YR /dzAaAG2YAaQ bl (Mawiity
Pay.

HR7 To ensure the provision of appropriataff training and development to ensure dh all

employeescan discharge theirduties andresponsibilitiesefficiently and effectively and
where relevant, in accordance with all actdai.

HRS8 To keep under review all employee Contracts of Employment to ensure that they rem
for purpose.

HR9 ¢2 1SSLI dzy RSNJI NB@ASg (GKS / 2dzy OAf Qa LJ @&

HR10 To ensure that equality of opportunity and diversity at work issuegpeavenoted,

implemented and monitored by the Council.

HR11 To ensure that all employees have adequate levels of personal protective equipment if]
execution of their duties as required.

HR12 To ensure that employees have a safe working environment aadrigk reduction
measures are introduced were considered necessary.

6. ORDINARY COUNCIL MEETINGS

In an election year, the annual meetingled Council shall be held onwithin (14) days following the day on
which the councillors elected takdfice.

In a year which is not an election yeag #mnual meeting of the Counsiiall be held on such day in May as the
Council decides.

If no other time is fixed, the annual etang of the Council shall takéace at(6) pm.

In addition to the annual meeting ofdtCouncil, at least three other ordinary meetings shall beihadch
year on such dates and timestae Council decides.
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The frst business conducted at therual Meeting of the Council shall be the election of the Ciradr Vice
Chair of theCouncil.

The Chair of the Council, unless they haggned ohavebecane disqualified, shall continue in officecan
preside at the annual meetiraj the Council until thesuccessor is elected

The ViceChair of the Councilinlessthey have resignedr becomedisqualified, shall hold office until
immediately after the electioaf the Chair of the Council at tl@nual meeting of the Council.

In an election year, if theurrent Chaiof the Council has not beea-elected as a member of the Counttiky
shall preside at thannuameseting until a successor Chairthe Council has been elected. Tdugrent Chaiof
the Council shall notave an original vote in respeaftthe election of the new Chaiff the Wuncil but shall
give a castingote in the case of an equality of votes.

In an electio year, if the current Chaif the Council has been-gdectedas a member of the Coundihey shall
preside at the annuaheding until a new Chairman of th@@hcil has been elected. Theayexercise an
original vote in respect of thelection of the new Chaif the Council and shall give a castingviatthe case of
an equality of/otes.

Followng the election of th&€hairof the Council and Vie€hairof the Council at the annual meeting, the
business shall include:

- In an electio year, delivery by the Chair of the Council @mahcillors of their éceptance oDffice
forms unless the Councdsolves for this to bdonelater.

- In ayear which is not alection year, delivery by thehairand Vice Chaof the Council of their
acceptance of office foraunless theCouncil resolves for this to dene at a later date;

- Confirmation of the accuracy thfe mirutes of the lasAnnualMeeting of theCouncil;
- Receiptand approvabf the minutes othe last meeting of Coungil

- Review and Approval of Councillor Code of Conduct including completion of Declarations of Pecuniary
and NonPecuniarynteress;

- Reviewand Approval obraft Standing Orders;

- Review and Approval of Draft Financial Regulations;

- Review and Approval of General Data Protection Regulations (GDPR) Privacy Notice

- wSOASs 2F GKS /2dzyOafQa O2YLI I Ayda LINROSRANBT
- Appointment of members to existing committeesrequiregl

- Appointment of any new committeesaccordance with standing ordé);

- Review of representation o work with external bodies arairangements for reporting back;

- Confirmation of arrangements forsimrance cover in respect of murable risks;

- wS@ASgE 2F GKS / 2dzy OA fpresi/madia;f A O8 F2NJ RSFHEAYy3 gA
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- Determining the time and place of ordiganeetings of the Council up émd including the next annual
meeting of the Council.

7. EXTRAORDINARY MEETINGS OF THE COUNCIL, COMMBUBEOMMITTEES
The Chaiof the Council may coeme anextraordinary meeting of the Council at any time.

If the Chaiof the Council does notatt an extraordinary meeting tife Council withir§7) days of having been
requested in writindo doso by two councillors, any two coung#lanay convene an extrabnarymeeting of

the Council. The public tice giving the time, place ardjenda for such a meeting shalldigned by the two

councillors.

The @airof a committee [or a subommittee] may convene axtraordinary meeting of theommittee [or the
sub-committee] at any time.

If the Gairof a committee [or aub-committee] does not call aextraordinary meeting withi(B) days of
having been requested to do so (@ members of the committee [or the Bicommittee], any4) members of
the committee [or the sulktommittee] may corane an extraordinary meeting thfe committee [or a sub
committee].

8. PREVIOUS RESOLUTIONS

A resolution shall not be reversed within six mormthis being madexceqt either by a speciahotion, which
requires written notice by at leagt) councillors to be given tine Proper Officer in accordance with stargdin
order(10) ,or by a motion moveah pursuance of the recommendation of a committee or acsuhmittee.

When a motion moved pursuant to standirmgler (8) has been disposed afp similar motion may be moved
for a furthersixmonths.

9.VOTING ONPPOINTMENTS

Where more than two persons have been norteddor a position to be filledy the Council and none of those
persons hasaceived an absolute majority wtes in their favour, the name of the persaaving the least
number of voteshall be struck off the list and a fresh votestakThis process shall continumtil a majority of
votes is given in favour of one person.

A tie in votes may beettled by the castingote exercisable by the chaif the meeting.

10.MOTIONS FOR A MEETINSTTREQUIRE WRITTEN NOTICEQIUBETO THE PROPER OFFICER
A motion shall relate to the responsibilities of the meetorgvhich it is table@dnd, in any evenghall relate to
the perform y OS 2 F (1 KS /fhdinh§ poivédsiandsobilifationzio? adBsaiech specifically
affectsthe/ 2 dzy OAf Qa | NBI 2NJ Ada NBaARSydGao
No motion may be moved at a meeting unless @n the agenda and threover has given written notice of its
wording to the Proper Officer at legdtd)clear days before the meeting. Clear days ddanmude the day of

the noticeor the day of the meeting.

The Proper Officer may, before including@tion on the agenda receivedaccordance with standing czd(8
or 10, correct obvious grammatical typographical errors in the wording of the motion.

If the Proper Officer considers the wordingaohotion received in accordaneéth standing orde(8 or 10 is

not clear in meanig, the motion shall be rejectadtil the mover of the motion resubmits ity ¢hat it can be
understood, inwriting, to the Proper Officer at least4)clear days before the meeting.
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If the wording or subject of a proposed nuot is considered impropethe Proper Officeshall consult with the
Chair of the forthcoming meeting or, dhe case may be, the councillors who havevemed the meeting, to
considemwhether the motion shall be included in the agenda or rejected.

The decision of the Proper Oéficas towhetherto include the motion otthe agenda shall be final.

Motions received shall be recorded and n@erdd in the order that they aneceived.

Motions rejected shall be recorded with an explanationhieyRroper Officer dhe reason for rejection.
11.MOTIONS AT A MEETING THAT DO NOT REQUIRE WRITTEN NOTICE

The following motions may be moved at a meagtivithout written notice to thd’roper Officer:

i. to correct an inaccuracy in the draftnutes of a meeting;

ii. to move to a vote;

iii. to defer consideration of a motion;

iv. to refer a motion to a particular committee or stimmittee;

v. to appoint a person to preside at a meeting;

vi. to change the order of business on the agenda;

vii. to proceed to the next business on the agenda;

viii. to require a written report;

iX. to appoint a committee or stdmmmittee and their members;

X. to extend the time limits for speaking;

Xi. to exclude the press and public from a tireein respect of cdidentialor other information which is
prejudicial to the public interest;

Xii. to not hear further from a councillor or a member of the public;

xiii. to exclude a councillor or member of the public for disorderly conduct;

Xiv. to temporarily suspend theeeting;

Xv. to suspend a particular standing ar@ienless it reflects mandatosgatutory or legatequirements);
xvi. to adjourn the meeting; or

Xvii. to close the meeting.

12. MANAGEMENT OF INFORMATION

The Council shall have in place aedkunder review, technical amdganisational measures to keep secure
information (including persondkta) which it holds in paper and efenic form. Such arrangemershall
include deciding who has accesp@wsonal data and encryption pérsonal da.

The Council shall have in place, and keeger review, policies for thetention and safe destruction of all
information (including personal datajhich it holds in paper and electronic form.

¢ KS / 2 dzy O ApblieyzshaNdrifiyhé pegiog for whistformation (including persondhta) shall be
retained or if this is ngpossible the criteria used ttetermine that periode.g. the Limitation Act 1980) will be
used.

The agenda, papers that support the ag@and the minutes of a meetirghall not disclose or otherwise
undermine confidential information gversonal déa without legal justification.

/| 2dzy OAf £ 2NB X &0 Fsfahd agektS shdll 2aizyisCdsshfi@entialPoymatidd opeiisanisll
data without legal justification.
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13.DRAFT MINUTES

If the draft minutes of a preceding meetingve been served on councillevigh the agenda to attend the
meeting at which they are due to la@proved for accuracy, they shalltb&en as read.

There shall be no discussion about the dmaifiutes of a preceding meetimxcept in relation to their accuracy.
A motionto correct an inaccuracy in tliaft minutes shall be moved in acconda with standing orded.1).

The accuracy afraft minutes, includingny amendment(s) made to theshall be confirmed by resolution and
shall ke signed by the chair of theeeting and stand as an accurateaetof the meeting to which thminutes
relate.

If the (airof the meeting does naonsder the minutes to be aaccurate record of the aeting to which they
relate, theyshall sig the minutesand include a paragraph in the following terms or to the same effect:

G ¢ KS ofdfisimeendg doesot believe that the minutes tife meeting of thespecify meetingheld on
[date] in respect ofgpecify which minute numbel(jere a correatecord but his view was not uphélgthe
meeting and the minuteare confirmed as an accurate record of t(NeBbOS SRA Yy 34 ® ¢

The Councihall publish its approved minutes awebsite which is publicly accessible &ree of charge

Subject to the publication of draft minutesaacordance with standing ordgir3) and standing ordef21) and
followinga resolution which confirms treeccuracy of the minutes of a meeting, theftirainutes or recordings
of the meeting for which approved minutes exist shall be destroyed.

14. CAOE OF CONDUCT AND DISPENSATIONS
All councillors and neoouncillors with voting rights shalbserve the code of conduct adoptedthg Council.

Unless they havieeen granted a dispensation, aucaillor or noncouncillor withvoting rights shall withdraw
from a meeting whe it is conglering a matter in which they hawaedisclosable pecuniary intete¥hey may
return to the meetingafter it has considered the matter in which he had the interest.

Unlesggranted a dispensation, awacillor or norcouncillor withvoting rights shall whiidraw from a meeting

when it is considering a matterivhich he has another interestso,NS | dzZA NBR 068 GKS [/ 2 dzy(
They may return to the meeting after the Couhei$ considred the matter in which an interest had been
declared

Dispensation requests shall be in imgtand submitted to the Prop@fficer

Councillors shall a®on as possible before the meetingfailing that, at the start ahe meeting for which the
dispensation is required.

A decision as to whether to grtaa dispensabn shall be made by the Progefficer and that decision is final.
A dispensation request shall confirm:

- the description and the nature of the disclosable pecuniary interesther interest to which the
request for the dispensation relage

- whether the dispensation is required to participate at a meetingdis@ission only or a discussion and
a vote;

- the date of the meeting or the period (not exceeding four years) for vitéctispensation is sought;
and

- an explanation as to why thlikspensation is sought.
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Subjecto standing orde(14), a dispensation mest shall beonsidered by the Proper Officer before the
meetingor, if this is not possible, #ie start of the meeting for which the dispensation is required

A dispensation maye granted in acadance with standing ordéi4) if having regard to all relevant
circumstances any of the following apply:
- without the dispensation the number of persons prohibited frarticipating in thdusinessvould be
S0 great groportion of the meeting transacting the business as to impedé&ansaction of the
business;
- granting the dispensation is in the interests of persons living ih thedzy OA £ Q& | NBF T 2 NJ
- itis otherwise appropriate to grant a dispensation.

15.CODE OF CONDUCT COMPLAINTS

Upon notification to the Monitoring Officéinat a councillor or nowwouncillor withvoting rights has breached
the/ 2dzy OAf Qa O2RS 27F Ol RuedtiostandikgSrd¢rNERpd$ thig th tReTCOUDE.NI &

Where the notification in standinorder(14) relates to a complaint made lttye Proper Officer, the Proper
Cfficer shall notify the Chaiof this fact, and the Chashall nominate arther staff member to assume the
duties of the Proper Officer nelation to the compliat until it has beemetermined and the Council has agreed
what action, if any, to take sccadance with standing ordéi.4).

The Council mayrovide information or evidence whesech disclosure is necessaryreestigate the
complaint or is degal requirementseek information relevant to the compiairom the person or body with
statutory responsibilitjor investigation of the matter.

Upon notifcation by the Monitoring Officer that a councillomam-councillor with voting rights hdseached
0§KS / 2 dzy Cobriddetithe@auRcd shallEonsider what, if any, action to take against
them.

Such action excludes disqualification or suspension from office.
16.PROPER OFFICER

The Proper @icer shall be either (i) thel&@k or (i) Deputy Clerk or iii) another staff membenr(sininated by
the Council to undertake the wodf the Proper Officer when theroper Officer is absent.

The Proper Officer shalt least three clear days beforereeeting of the counc{see standing orde#) ) a
committeeor a subcommitteg serve on councillors by delivery or post at their residences emiyl
authenticated in such manner as the Proper Officer tHihks signed summons confirming ttime, place and
the agendgprovided the councillor has consented to service by email)prvitie, in a conspicuous placee,
public notice of the time, placnd agenda (provided that the public notice with agenda exémaordinary
meeting of the Counlcconvened by councillorssgyned by them).

Qubject to standing ordd(10), all motions will be presented in the order receiretlude on theagendaunless
a councillor has given written notice at le¢ist) daysbefore the meetingonfirming theiwithdrawal of it;

The Proper Officer shall:
- convene a meeting of the Councit fbe election of a new Chaof the Council, occasioned by a casual
vacancy in his office;
- facilitate inspection of the minute bodly local electors;
- receive and retain copies of byelaws made by other &dhbrities;
- hold acceptance of office forms from councillors;
- K2fR I O2Lk 2F SOSNE O2dzyOAff2NNRaA NBIAAGSNI 27
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- assist with responding to requests made under freedomfofrmationlegislation and rights exercisable
under data protection legislation,inOO02 NRI yOS gAGK (GKS / 2dzy OAt Qa |

- actasthd 2 dzy OAf Qa 51 ( lwhereM@pdiBe@iG A2y hTFAOSNI

- receive and send genemrrespondence and notices on behalf of @auncil except where there is a
resolution to the contrary;

- assist in the organisation of, storage of, access to, security alestrdiction of information held by the
Council in paper and electrorit@m subjetto the requirements of data protection and freedom of
information legislation and other legitimate requirements (e.gLih@tation Act 1980);

- arrange for legal deeds to be executed;

- arrange or manage the prompt authorisation, approval, and instruaigerding any payments to be
made by the Council in accordance witHiitancial regulations;

- NBO2NR SO@GSNE LI FyYyyAy3d | LILX AOI G resohsefoxhie odah SR G 2
planning authority in a book for such purpose;

- refer a plannin@pplication receivetly the Council to the Chair in his absence th¥iceChairof the
Council within twavorking days of receipt to facilitate an extraordinary meeting if the natuae
planning application requires consideration before the pedinarymeeting of the Counaihanage
access to information abothe Council via the publicati@theme; and

- retain custody of the seal of the Council (if there is one) which shddenated without a resolution to
that effect.

17.RESPONSIBUEANCIAL OFFICER

The Council shall appoint appropriate staff bengs) to undertake the work of the ResponsHileancial
Officer when the &sponsible Financial Officelaissent.

18.ACCOUNTS AND ACCOUNTING STATEMENTS

at NP LIS NJ LinhdidgiokderSrafeto thie yhost recent versionaf D2 SNy I yOS FyR | OO
Local Councilsl t NI OUAGA2YySNAQ DdzZA RSé @

All payments by the Council shall hgharised, approved and paid &accordance with the law, proper prass
and the Coun€i Q&  Fragyilatigh@ A |- €

The Responsible Financial Officer shall suppdach councillor as soong@scticable after 30 June, 30
Septembeiand 31 December in each year accountingstatement to summarise:
- GKS [/ 2dzy OAf Qa NB dSmdandiexpendiiRire)faéhYjdastelr & 0 2 NJ
- 0KS /2dzy OAf Qa | 3ANBIIGS NIXpPdituds) for theyear td daté; Y Sy G a
- the balances held at the end of the quarter being reportedwanidh includes a comparison with the
budget for thefinancial year andighlights any actual or potential overspends.

As soon as possible after the financial year end at 31 March, the Respbimsihizal Officer shall provide:
- SIOK O2dzy OAtt2NI gAGK | &dl GSY Payiensi(ozvicomeNshd A y 3
expenditure) for the last quarter and the yeardte for information; and
- to the Council the accounting statements for the year in the forBeafion 2f the annual governance
and accountability retur(AGAR)as requiredy proper pactices, for consideration and approval.

The yeatend accounting statements shb#é prepared in accordance wipnoper practices and apply the form
of acounts determined by the Coungikéceipts and payments, or income and expenditure) for the yedk to 3
March.

A completed draft annual governance and accountability ré ABAR) shall hgresentedto all councillors at
least(7) days prior to anticigted approval by th€ouncil. The annual governance and accourtialéfiurn of
the Council, whicks subject to external audit, including the aahgovernance statement, shial presented to
the Council for consideratioand formal approval before Jdine.
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19. FINANCIAL CONTROLS AND PROCUREMENT

The Council shaibnsider and approve finaiat regulations drawn up by tliResponsible Financial Officer,
which shallnclude detailed arrangementsii@espect of the following:

- the keeping of accounting records and systems of internal controls;

- the assessment and managent of financial risks faced by the Council;

- the work of the independent internal auditor in accordance with prgpeactices and the receipt of
regular reports from the internal auditaghich shall be required at least annually;

- the inspection and@opying by councillors and local electors of/ith2 dzy OA f Q& | 002 dzy i a
payments; and

- whether contracts with an estimated value be25,000due to speciatircumstances are exempt
from a tendering process or procuremeaxercise.

Financial regulations shall be reviewed tady and at least annually fiiiness of purpose.

A public contract regulated by the Pulfliontracts Regulations 2015 with estimated value in excess of

£25,000 but less than the relevatitresholds in staging order(19) is subjetto Regulations 10214 of the

Public Contracts Regulations 2015ahklinclude a requirement on tf@ouncil to advertise the contract

opportunity on the ContrastFindemwebsite regardless of what othereans it uses to advertise the

2LIIR NLidzy Alie dzyt Saa AdG LINRLRaSa (G2 dzasS Ly SEA&AGAY:

Subject to additional requirements in the finatcegulations of the Coundihe tender process for contracts
for the supply é goods, materials, servicestbe execution of works shall include, as a minimum, the following
steps:
- aspecification for the goods, materials, services or the executiwark$ shall be drawn up;
- an invitation to tender shall be drawn up@2 y ¥ A NI & A specificéti®n (if) theltiyh€) date @rid
address for the submission of tenders
- GKS RFEGS 27F G KeSporsetatfe@ehderatitie prohdbiiiof & yrospective contractors
contacting councillors or staff ancourage or suport their tender outside the prescribed process;
- the invitation to tender shall be advertised in a local newspaper aryinther manner that is
appropriate;
- tenders are to be submitted in writing in a sealed marked enveldgeessed to the Proper Q@fér;
- tenders shall be opened by the Proper Officer in the presence of ableasbuncillor after the
deadline for submission of tenders has passed;
- tenders are to be reported to and considered by the appropriate meetfitige Council or a committee
or sub-committee with delegatedesponsibility.
- Neither the Council, nor a committee or a sidmmittee with delegatedesponsibility for considering
tenders, is bound to accept the lowest valeeder.

A public contract regulated by the Public ContractpuRéiors 2015will be required to publish public
procurement notices that meet the published thresholds on the ‘détiécation Service, Find a Tender (FTS).

20.HANDLING STAFF MATTERS

A matter personal to a member of staff that is beingsidered by a meeting €ouncil is subject to standing
order(12).

{dz62800 G2 GKS / 2dnb@06aa FINRIYA & aoslisionbar vf Zadigh@IA f Q &
notify the Chaior, if he is not availabléhe ViceChair(if there is oe) of absence oesioned by illness or other
reason and that person shall report such absence at its next meeting.

The Chair or in their absence, the Mil®airshall upon a resolutiooonduct a review of the performance and
annual appraisal of the work of th@lerk
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The reviews and appraisal shallrbported at thenext availabl€€ouncil Meeting

{dzo 2SO0 G2 GKS |/ 2 dzy @ing d@dgrievhied niatiess, B &y ORA A VKB ( K& §
of staff (or othemembers of staff) shall contatite Ghair or in their absence, the Vi€hairin respect of an

informal orformal grievance matter, and this matter shlreported back and progresskd resolution of the
Council.

{dzo 2800 (2 GKS [/ zZhdzfabdling O rievarmdatetsgifanNdoaral EotnyaEyrievance
matter raisedoy the Clerkelates to theChair or Vic&hair of the Coundithis shall be communicated to
another member of the Couneihich shii be reported back angrogressedy resolution of theCouncil.

Any persons responsible for all or part of the agament of staff shall treat asnfidential the written records
of all meetingselating to their performancegapabilities, gevance or disciplinary matters.

Inaccordance with standinorder(12), persons with line managemergsponsibilities shall have access to staff
records referred to in standing ordé20).

21.RESPONSIBILITIES TO PROVIDE INFORMATION

In accordance with freedom wofformation legislatio, the Council shall publish informatioraccordancevith
its publication scheme amdspond to requests for information held by the Council.

If gross annual income or expendituréni@hever is the higher) exceef200,000the Council, shall publish
information in accordance with threquirements of the Local Government (Transparency Requirements)
(England) Regulations 2015

22.RESPONSIBILITIES UNDER DATA PROIEGEBOATION

TheCouncil magppoint a Data Protection Officer astall have policies and prahgres in place to respond to
anindividual exercising statutory rights concerning his personal data.

The Council shall have a written polityplace for respading to andnanaging a personal data breach.

The Council shall keep a record of atbpaal data breaches comprising the facts relating tg#reonal data
bread, its effects and the remediattion taken.

The Council shall ensure thatormation communicated iits privacynotice(s) is in an easily accessible and
available form and kept up to date.

The Council shall maintain a written record of its processing activities.
23.RELATIONS WITH THE PRESS/MEDIA
Requests from thpress or other media for an oral oritk&n comment or statement from th€ouncil, its

councillors or staff shall be handledir© 02 NRI y OS g A G K KS fHealdg/wWititiiepréss LI2
and/or other media.
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24 EXECUTION ASBALING OF LEGAL DEEDS

A legal deed shall not be executed on behiathe Council unless authoriseg a resolutioror undertaken
under the delegated powers given to the Cleykthe Council.

¢CKS /fSN] G2 GKS [/ 2dzyOAf I a t NBLISNJ nEnhE axecSting ofldgal f f
deeds entered into on behalf of the Coumcithe Deputy Clerk in their absentfeadditional signatures are
required, then this will beandertaken by the Chair of the Council or Vice Chair in their absence.

25.COMMUNICATING WIDFSTRICT AND COUNDYNCILLORS

An invitation to attend a meeting of the Counbil be sent, together with thagenda, to the ward
councillor(s) of the Distti@and County Coungigpresenting the area of the Council.

Unless the Council determines otherwiseppy of each letter sent to theistrict and Canty Council shall be
sent to the ward councillorepresenting the area of éhCouncil.

26.RESTRICTIONS ON COUNCILLOR ACTIVITIES

Unless duly authorisday Counciho councillor shall:

- inspect any land and/or premises which the Council has a right or dagpgrt; or

- issue orders, instructions or directions.

- If aCouncillor wshes to speak to the Cleskthe office they areequired to book an appointment with
the Clerk in the first instance, theyust inform the Clerk prior to the appointment being booked, of the
reason why the appointment/meiag is required. Td Clerkcannotbe forced by any individual
Councillor(s) to book an appointment or haltheeting if the Clerttoes not feeltinecessary, or if the
Clerkthinks that the matteshould be raised with th€ouncil at the nexdvailable meeting.

- The Clerksnot answerable to an individu@buncillor. The Clerk only answerable to the Council as a
Corporate Body during@ouncil Meeting.

- Individual Councillsrshall not ask the Clerk/RFO to furnish them withies of any information
pertaining to the Courilcwhich may be held ke Clerk unless approval by @ouncil Meeting is
obtained.

27.STANDING ORDERS GENERALLY

All or part of a standing order, excepte that incorporates mandatory statutory or legajuirements, may be
suspeneéd by resolution in relation tihe consideration of an item on the agenda for a meeting.

A motion to add to or vary or revoke one or mofe oli K S/ 2 dzyotdl&rs, €xépt chdithay/inRdrporates
mandatory tatutory or legal requirementshall be proposed by a special motion, the written notice by at least
(4) councillors to be given to the Proper Officer in accordance with standieg(fhed

The Proper Officer shallqvide a copy of the 2 dzy OA t Q &der$ td dcolmcilloy & sdon as podsitafter
its approval by Council.

The decision of thehair of a meeting ato the application of Standing@®rs at a Counaiheeting shall be
final.
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1. GENERAL

1.1. These financial regulations govern the conduct of finamamagement by Clowne Parish Council
OKSNBI FG SN NBTSNNSrRay onk belathended & vakied bydednfuoh 6f @ 0 |-
council.

Financial regulations are one @fK S O 2hdeg’ govermiypolicy documents providipgcedural
guidancefoRdzf @ St SOGSR [/ 2dzy OA f tmerrS)@il SoNdil empldyded NS F
Financial regulations must be observed in conjunction &its t O 2 stafidnk brdeés and any
individual financialegulations imposed by awmteof law or statute that is relevant to the proper

SESOQdziAzy 2F GKS O2dagsOAf Q&4 RdziASa | yR NB&aLRY:

1.2. The council is responsible in law for ensuring that itscimamanagement is adequate and
effective,and that the council has a sound systef internal cotrol which facilitates theffective
SESNOA&S 2F GKS O2 dzgngemenisdor thednfr@geiényfidk> Ay Of dzR A

MPo®d ¢KS O2dzyOAf Qa | O02dzyiAy3d O2yGNRBE aeaidsSvy:
for the timely production o&ccounts;

that provide for the safe and efficient safeguarding of public money;

to prevent and detect inaccuracy and fraud; and

identifying the duties of officers.

< <K<K

1.4. These financial regulations demonstrate how the couratsrihese responsibilities and
requirements.

M®p wWSTSNByOSa (2 GKS W tSNJQ akKltf YSIy G4KS
include those as Responsible Finance Officer (RFO).

Mdc wWSTSNBYyOSa G2 GKS epliyEleidzng Prdpér Sfficerd the Rduficl Y
whose duties also include thoseRsputyResponsible Finance OfficBRFO).

Mdc wSTFSNByOSa G2 GKS W/ KIFIANR akKktf YSIFy (KS
at the Annual Meeting of th€ouncil or in their absence the Vice Chair of Clowne Parish Gsuncil
appointed at the Annual Meeting of the Council

MdPT wWSTSNBYyOSa G2 WwWSYLX28S5SSaQ akKlftft YSFy |If¢
undertake worKor or on behalf of the council.
1.5. At least once a year, prior to approving the Annual Gaveerfatatement, the council must

review the effectiveness of its system of internal contrattvihall be in accordance wihoper
practices.

1.6. Deliberate or wilflbreach of these Regulations by an empdoyey give rise to disciplinary
proceedings.

1.7. Members othe council are expected to follow the instruat®within these Regulations andt

to entice employees to breach them. Failure to follow instructratisn these
Regulations brings the office of Councillor into disrepute.
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1.8. TheClerkholds a statutoy office to be appointed by thmouncil and

V acts under the policy direction of the council;

V administers the council's financial affairaacordance with all Acts, Regulatiamsl proper
practices;

V determines on behalf of the council its accounting records and accounting ysi@rns;

V ensures the accounting control systems are observed;

V maintains the accounting records of tbeuncil up to date in accordance wjtoper
practices;

V assists the council to secure economy, efficiency and effectiveness in the usesuiuitses;
and

V produces financial management information as required by the council.

1.9. The accountgrecords determined by the Cleslkall be suicient to show and explain the

O 2 dzy’ GuAshcfivits afidNd enable the Cléskensure that any income and expétade account and
statement of balances, or record of rgutsiand payments and additioniaformation, as the case may
be, or management infaration prepared for the coundilom time to time comply with current Public
Accountingand Audit Regulations

1.10The accountig records determined by the Clestkallcontain
V entries from dg to day of all sums of money received and expended by the canddihe
matters to which the income and expenditure or receipts and paynaectsunt relate;
V arecord of the assets and liabilities of the council; and
V wherever relevant, arecord of thedzy OAf Q&4 Ay O02YS | YR claiBsLISY RA (
made, or to be made, for any contribution, grant or subsidy.

1.11. The accounting control systems determined byClleekshall include:

V procedures to ensure that the financial transactions ofciwencil are recorded aoon as
reasonably practicable and as accurately and reasonably as possible;

V procedures to enable the prevention and detection of inaccuracies and frautieatility to
reconstruct any lost records;

V identification of theduties of officers dealing with financial transactions and divegion
responsibilities of those officers in relation to significant transactions;

V procedures to ensure that uncollectable amounts, including any bad debts aabmoitted
to the council fompproval to be written off except with the approvatiod RFO and that the
approvals are shown in the accounting records;rmpdsures to ensure that risk is properly
managed.

1.12. The council is not empowered by these Regulatiootherwise to delegte certainspecified
decisions.

In paticular any decision regarding:

setting the final budget or the ptept (Council Tax Requirement);

approving accounting statements;

approving an annual governance statement;

borrowing;

writing off bad debts;

declaring eligibility for the General Power of Competence; and

addressing recommendations in any report from the internal or external audit@ié pe a
matter for thecouncil only.

<K<K LKLKLKKL
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1.13. Inaddition,the council must:
V determine and keep under regulaview thebank mandate for alla@incil bankaccounts;
V approve any grant or a single commitment in excess of £5,00() a@spect of the annual
salary for any employee have regard to recommendaabosit annual salaries of employees
made by theelevant Committee in accordanagth its terms of reference.

1.14. In these financial regulations, references to the Acéount Y R ! dzZRA G wS3dzf I G A
NE3dzE F GA2yaQ akKlftf YSIy GKS NB3Idz A2y a A& a&dz
Audit Conmission Act 1998, or any superseding lagjsh, and then in force unless otherwise

specified.

Ly GKSaS FTAYlFIYOAIf NBIdz INRPABWA LINE D (i (h SINEENY LINKE |
issued inGovernance and Accountability for Local Cteml t NI OGA GA 2y SNA Q

Guide (England3sued by the Joint Practitioners AdwsGroup (JPAG), available frtiva websites of
NALC and the Society favcal Council Clerks (SL&Cappropriate.

1.15In these financial regulations, referencedit@ancial year shall mean the accounting peritd 1
April to 3% March.

2. ACCOUNTING AND AUDIT (INTERNAL AND EXTERNAL)

2.1. All accounting procedures and financial records of the council shall be determined by the
Clerkin accordance with the Accourdad Audit Reguteons, appropriate Guidance apdoper
practices.

2.2 The Clerkhall complete the annual statement of accouatsjual report, and any related
documents of the council contained in the Annual Return @sfggd in proper practices) ason as
practicable after the end of the financial year and mgugertified the accounts shalibmit them and
report thereon to the council within thigmescales set by the Accoumtsd Audit Regulations.

2.3. The countishall ensure that there is an adequate and effectystem of internal audit a6
accounting records, and of its system of internalticd in accordance with propgracticesAny
employee or membeshall m&e availableny and alsuch documents anecordsasnecessary for

the purpose ofiudit andshall, aglirected by the council, supply the Clenkternal auditoy or external
auditor with suchnformation and explanation as the council considers necessary for that purpose.

2.4. The internal auditor shall be appointed by and shall carryheutvork in relation to internal
controls required by the council in accordance with proper practices.

2.5. The internal auditor shall:
V be competent and independent of the financial opienas of the council;
V report to council in writing, or in person, on a regular basis with a minimum afonal
written report during each financial year;
V to demonstrate competence, objectivity and independence, be free from any actual or
perceived conflicts of interest, including those arising from family relationshipbaaado
involvement in the financial decision making, management or control abtlecil.
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2.6. Internal auditorgnay not under any circumstances:
V perform any operonal duties for the council;
V initiate or approve accounting transactions; or
V direct the activities of any council employee, except to the extent that such emplaees
been appropriately assigdeo assist the internal auditor in the execution of tlukities

S GSNX¥a WAYRSLISY
alkYS YSIyAy3a |z

2.7. For the avoidance of doubt, in relation to internaRau i 0 K
WAYRSLISYRSYyOSQ akltf KIFI@S GKS
2.8. The Clerkhall make arrangements for the exercise ofielacNE Q N 3 K (i dacchbuyits NB f |
including the opportunity to inspect the accouriiepks, and vouchers and disptaypublish any

notices and statements of account requirgdAudit Commission Act 1998,aiy superseding

legislation, and the Acoats and Audit Regulations.

2.9. The Clerkhall, without undue delay, bring to thaemtion of all membersanycorrespondence or
report from internal or external auditors.

3. ANNUAL ESTIMATES (BUDGET) AND FORWARD PLANNING

3.1. TheClerkmust eachyear, by no later thathe end ofJanuaryprepare detailed estimates of all
receipts and payments including the use of reservesafirmurces of funding for tHellowing
financial year in the form of a budget to be considered by the council.

3.2. The council shall fix the precept (council tax requirenant relevant basic amount@duncil

tax to be levied for the ensuing financial year not later than by the endwdryaach year. The Clerk
shall issue the precept to the billing authostyd shall supply eachember with a copy of the
approved annual budget.

3.3. The approved annual budget shall form the basis of financial control for the ensuing year.
4. BUDGETARY CONTROL AND AUTHOSPENTDO

4.1. Expenditure on revenue items may be authorised up tarti@ints included for that clas$
expenditure in the approved budget.

This authority is to be determined by:
V the council for all items over £5,000;
V aduly delegated committesf the council othe Clerkfor any items below £5@

Such authority is to be evidenced by a Wiéor a Creditor Payment Schedule duly signed b kiek
and Deputy ClerlContracts may not be disaggregated to avoid controls imposed by these regulations

4.2. No expenditure may be authorised that will exceedatheunt provided in the revenumudget
for that class of expenditure other than by resolution of the council, lgrddlegated committee.
During the budget year and withe approval of council hang considered fully the implications for
public services, unspeand available amounts may bwved to other budget headings or to an
earmarked reserve as appropriateteafter referredtoas W @A NS Y Sy (. Q0 @

4.3. Unspent provisions in the revenue oritapudgets focompleted projects shall not married
forward to a next financiglearunless authorised by the Council for a defined and specific purpose
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4.4. The salary budgets are to beiesved at least annually in Januéoythe following financialear
and such review shall be evidenced by a hard copy stshsidined by the Clerk and t@&air.

4.5. In cases of significamgk tothe Councilthe Clerk may authorise unbudgetexipenditure on
behdf of the councilvhich in the € S NJ g@rent@isiziecessary to carput. Such expenditure
includesemergencyepairs, replacement or otheworkthat will ensure theeontinuedsafe delivery of
servicesensure business continuity where delay may result in a fine, breach of the law, late
payment charges, fines other penalties The Clerk shakport such action to the Chaais soon as
possible and to the counci &oon apracticable thereafter.

4.6. No expenditure shall be &orised in relation to any capitatoject and no contract enteredto
or tender accepted involving capital expenditure unlesscthuncil is satisfied that theecessary
funds are available and the requisite borrowing approval has been obthregdired to help finance
the project

4.7. All capital works shall be administered in accordance vetbaincil's standing orders and
financial regulations relating to contracts.

4.8. The Clerghallprovideto the councilon a quarterly basig statenent of receipts and payments to
date under each head of the budgets, comparing actualrekpee to the appropriate datagainst

that planned as shown in the budget. These stat@s&hall show explani&ins of material variaes.
Forthispurposed Y I Gt ENR&K I £ £ © S SE LISy RMG(waNERvehisithe §reafe6f & &
the relevantcost centre approved in tHaudget.

4.9. Changes itme level offinancialreserveskeptshall be approved by councd part of the
budgetary controprocess.

5. BANKING ARRANGEMENTS AND AUTHORISATION OF PAYMENTS

5.1. The council's banking arrangements, including the banatey shall be determined ltlye Clerk
and approved by the council; banking arrangementsmoape delegated to a committee astall be
reviewedat least annualljor safety and efficiency.

5.2. The Clerkhall prepare a schedule Gfeditorpayments requiring atibrisation, forming part of
the Agenda for each eetingof the councibind, togetter with the relevant imoiceswhich should be
available for inspection if requiredresen the schedule for appval by ouncil

The Clerlshall review the schedule foompliance an@uthorisepayment via a resolution of the
council. The schedute beapproved at the monthlyauncil meeting shall be signed the two
members as authorised signatoridse Clerkandthe deputy Clerk

A unique paymenteference numberelating to the approved Creditor paymenstsall be disclosed
within the minutes oftie meeting at whickhe payment schedule waaithorisedtogether the total
value of payments approveBersonal payments (including salaries, waggsenses and any paynte
madein relation to the termination of a contract of employmtemay be summarised to remove
confidentiality issues relating peersonal information.
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5.3. All invoices for payment shall be examined, verified anfiexttiy the Clerko confirm thatthe
work, goods or services to which each invoice relasseen received, carried oakamined and
represents expenditure pveously approved by the council as part sbitdget.

5.4. The Clerkhall examinallinvoices for arithmetical accury and analyse them to tlapproprate
expenditure heading. The Clestkall take all step® pay all invoices submittednd which are in
order, at the next available council Meeting.

5.5. The Clerkhall have delegated authority to authorise thgmpantof items only in the following
circumstances:

V If a payment is necessary to avoid a charge to interest under the Late Payi@eniragrcial
Debts (Interest) Act 1998, and the diege for payment is before theext scheduled Meeting
of council, wherehe Clerk ad Deputy Clerkertify that there is naispute or other reason to
delay payment, provided tha list of such payments shb# submitted to the next
appropriate meeting of council ;

V An expenditure item authorised under 5.6 below (contingmgracts andobligations)
provided that a list of such paymersisall be submitted to the neappropriate meeting of
council; or

V fund transfers within the councils banking arrangements up to the sum of £1pr00@led
that a list of such payments shiaé submitted to the next appropriateeeting ofcouncil.

5.6. For eah financial year th€lerkshall draw up a ligif due payments which arise arregular basis
as the result of a continuing contract, statytaluty, or obligation (such asit not exclusively,
Salaries, PAYE and NI, Superanoni&und and regular maintenancentracts and the like for which
council may authorise pment for the year provided thdhe requirements of regulation 4.1
(BudgetaryControls) are adherei, provided also that bst of such payments shall be submitted to
the next appropriate meeting of council.

5.7. A record of regular payments made under 5.6 above hdtilwn up and be signed by two
members oreachocasion when payment is authsed- thus controlling the riskf duplicatel
payments being authorised ahok made.

5.8. All requests for grant funding and funding support shall be considered and determined by the
council as required.

5.9. Members are syt to the Code of Conduct that has beeopted by the council and shall
comply with the Code and Standing Orders when a deciianthorise or instruct paymerg made
in respect of a matter in which they have a discltespbcuniary or other interestinless a
dispensation has been grantbyg the council

5.10. The council will aim to rotate the duties of membersesdRegulations so that oneraligties
are shared out as evenly as possible over time.

5.11. Any changein the recorded details of suppliers, suchask account records, shall Bpproved
in writing by the Clerk
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6. INSTRUCTIONS FOR THE MAKING OF PAYMENTS
6.1. The council will make secaned efficient arrangements for the making ofpéy/ments.

6.2. Following authorisation under Financial Regulation 5 above, the council, a dydyedele
committee or, ifso delegated, the Cledhall give instiction that a payment shall beade.

6.3. All payments shall be effectedddgctronic bank transfecheque or other instructias to the
council's bankers, atherwise, in acordance with a resolution obencil.

6.4. Cheques or orders for payment drawn on the bank ac@o@ticordance with the schedwds
presented to council or committee shall be sigjty two members of council amduntersigned by
the Clerk in accordance with a resolution instructing tlghnt.

Amember who is a bank signatory, having a connetiyovirtue of family or businesslationships
with the beneficiary of a payment, should natder normal circumstances, besignatory to the
payment in question.

6.5. To indicate agreement thie details shown on the cheguor order for payment with the
counterfoil and the invoice or similar documentation, the &ignes shall each also inittak cheque
counterfoil.

6.6. Chequesr orders for payment witlormally be presentéfor signatureat acouncil or committee
meeting (including immediately be#oor after such a meeting). Asignatures obtained away from
such meetings shall be reped to the council at the nextonvenient meeting.

6.7. If thought appropriate by the coung@gyment for utility supplies (energy, telephone and
water) and any National Ndbomestic Rates may be madeMayiable Direct Debit providedat the
instrudions are signed by the Clerk and Deputy Glatkany payments are reportéal councilas
made.

6.9. h addition to chequegpaymentsnay be made by Internet Banking, BACSHAPS methods
provided that the instructions for eaclayment are signed, or otherwiseidenced, by two authorised
bank signatorisand any payments are reportéal council asnade.

6.10. Where a computer requires use of a personal ifieation number (PIN) or oth@assword(s),
F2N)  O0Saa G2 (KS peryadaté shal beNdade BEBNan@RAsswiokds (1 (
and shall be handed to and retad by the Chain asealed dated envelope. This envelope may not be
opened oher than in the presence of twather councillors. After the envelope has been opened, in

any circumstances, the PIN andr/passwords shall be changed as soon as practicable.cT tieafia

the sealed envelope h&&en opened, in whatever circumstances, shall be repoaed tnembers
immediately andormally to the next available meeting of the couridilis will not be required for a
YSYOSNRa LISNER2Y I 02 YaidoriStioh ozBaSkpaygehfse T2 NJ NB Y:

6.11 No employee or councillor shall disclose RN, passworcbr user ID/namgrelevant to the
working of thecouncil or its bank accounts, to any person not authoriseditimgvby the RFO.

6.12 Regular backp copies of the records on any computerathbe made and shall be stored
securely away from the computer in question, and preferably off site.
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6.13 The council, and any members using computers for the@auh Q& FA Y | Yy @Aslird
that antivirus, antispyware and firewall, softwaretiv automatic updates, togethevith a high level
of security, is used.

6.14 Where internet banking arrangements are made withtemk, the Clerk and Deputy (Eishall
be appointed as the Service Administrators. The Bank Maraggiroved by the council shaéntify a
number of councillors who will be authorisedapprove transactions on thoaecounts. The bank
mandate will state clearly thremounts of paymets that can benstructedusingthe Service
Administrator alonegr by the Service Administrataith a stated number of approvals.

6.15. Access to any internet banking accounts will be dirextlyet access page (which maydaeed
dzy RS NJ d T ladl datzNdbugiaséarcizengior email link. Remembered saved passwords
facilities must not be used on any computer used for council banking work.

Breach of this Regulation will be treated as a very serious matter under these regulations.

6.16 Changes to account details for suppliers, which are wsedtérnet banking may only be
changed on written hard comy emailnotification by the supler and supported by hard copy
authority for changsigned by the Clend the Deputy ClerlAprogranme of regular checks of
standing datavith suppliers will be maintained

6.17. Any Debit Card issued for use will be specifically resttictthe Clerk and Deputy Clerk.

6.18 A prepaid debit card may be issued to employees with varimitgl Thesdimits will be set by
the council Transactions and purchases made will be reported to the council and
authority for toppingup shall be at the discretion of the council.

6.19 Any corporate credit card or trade card account openedhéyduncil will be specifically
restricted to use by the Clerk and Deputy Ckemkl shall be subjetd automatic payment in full at
each montkend. Personal credit or debit cards of membaerstaff shall not be used undany
circumstances.

6.20.The G¥rkmayprovide petty cash to employeés the purpse of defraying operational and
other expenses. Vouchers for payments made shall be fdeddo the Clerkvith a claim for
reimbursement.

a) The Clerlshall maintain a petty cash float afEfor the purpose of defrayirgperational and
other expenses. Vouchers for pagmis made from petty cash shb# kept to substantiate the
payment.

b) Income received must not be paid into the pettgltdloat but must be separatdhanked, as
provided esewhere in these regulations.

c) Payments to maintain the petty cash float shall i@ separately on the schedué
payments presented to council under 5.2 above.
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7. PAYMENT OF SALARIES

7.1. As an employer, the council shall makkangements to met fully the statutoryequirements
placed on all employers by PAYE andoNatilnsurance legislation. Thayment of all salaries shall be
made in accordance with payroll records and the rules of

PAYE and National Insuramcerently operating, and saly rates shall be as agreedthg council, or
duly delegated committee.

7.2. Payment of salaries and payment of deductions fromyssliah as may be required to lmade

for tax, national insurance and pension conitibns,or similar statutory odiscretionary deductions
must be made in accordance witte payroll records and on theppropriate dates stipulated in
employment contractsprovided that each paymentnsported to the next available council meeting,
as set outn these regulations above.

TOPod b2 OKFIy3aASa akKlff o685 YrtskrSernisandkofiditionSof LI 2 & S ¢
employment without the prior consent tife council. All such changesce approvednade shall be
put in writing to the employee affealewith a copy kept on their personal employee file.

7.4. Each and every paymenadeto employees of net salary andttee appropriate creditor of the
statutory and discretionary deductions shall be recorded in a separate confidential record.

Thisconfidential record is not open to inspection or review (under the Freedom of
Information Act 2000 or otherwise) other than:

a) by any councillor who can demonstrate a need to know;

b) by the internal auditor;

c) by the external auditor; or

d) by any persoauthorised under Audit Commission Act 138&ny supersediniggislation.

7.5. The totaValueof such payments in each calendar month shall be reported with all other
payments as made as may be required under these Fatd&wgulations, to ensureatonly
payments due for the period have actually been paid.

7.6. An effective system of personal performance managest®uld be maintained for the Clerk,
Deputy Clerk and other senior employees

7.7. Any termination payments shallfgported by a clear Isiness case and reported to theuncil.
Termination payments shall only be authorised by council.

7.8. Before employing interistaff,the council must consider a full business case.
8. LOANS AND INVESTMENTS

8.1. All borrowings shalhly be effected in the name of the counafter obtaining any necessary
borrowing approval. Any application for borrowing appretall be approved by Counciltagerms
and purpose. The application for Bowing Approval, ahsubsequenarrangements for the Loashall
only be approved byoeincil.

8.2. Any financial arrangement which does not require formal Borrowing Approval from the
Secretary of Statghall be abject to approval by theotincil. In each case a reportimiting shall be
provided to counciby the Clerkn respect of business case for entering into such an arrangement
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regularcopy of @ch statement of account held by the council.

8.4. All loans and investments shall be negotiated in the nathe @ouncil and shall be fosat
period in accordance with council policy.

8.5. The countshall consider the need for an Investment Strategy Policy which, if drawn ughall
be in accordance with relevant regulations, proper practices and guidance. Any
Strategy and Policy shall be reviewed by the council at least annually.

8.6. All invetments of money under the control of the cailrshall be in the name of tl®uncil.
8.7. All investment certificates and other documents relatiegeto shall be retained by the Clerk
8.8. Payments in respect of short termamgterm investmentsjncluding transfers between
bank accounts held in the same bank, or branch, shall be made in accordance with
Regulation 5 (Authorisation of payments) and Regulation 6 (Instructions for payments).

9. INCOME

9.1. The collection of all sums due to tmaincil shall be the responsibility of and under the
supervision of the Clerk

9.2. Particulars of all charges to be made for work done, senndestakenor goods supplied
shall be agreed annually the council, notified to the Clerk and the Cler&lshe responsibléor the
collection of all accounts due to the council.

9.3. The council will review all fees and charges at least annually, following a report of the Clerk.

9.4. Any sums found to be irrecoverable and any bad debtdsh@ported to the council as required
andshall be written off in the year.

9.5. All sums received on behalf of the council shall besbankact as directed by the Clerk. In all
cases, all receipts shall be deposited with the councilkdsanvith seh frequency as the Clerk
considers necessary.

9.6. The origin of each receipt shall be entered on the parisiip.

9.7. Personal cheques shall not be cashed out of money held on behalf of the council.

9.8. The Clerghall promptly complete any VA&t&n that is reuired. Any repaymerdiaimsduein
accordance with VAT Act 1994 section 33 shall be mddasttannually coinciding withe financial
year end.

9.9. Where any significant sums of cash are regularly receivbd bguncil, the Clerghall takesuch
steps as are agreed by the council to ensurenth@te than one person is presemhen the cash is

counted in the first instance, that there isezonciliation to some form @ontrol such as ticket issues,
and that appropriate care is take the security and safety ofdividuals banking such cash.
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9.10. Any income arising which is the property of a diadttrust shall be paid into the appropriate
charitable bank account. Instructions for the payment of funds duetiieraharitabletrust to the
council (to meet expenditure already incuriggdthe authority) will be giveoy the Managing Trustees
of the charity meeting separately from any council meeting

(see also Regulation 16 below).

10. ORDERS FOR WORK, GOODS AND SERVICES

10.1. An official ordeemailor letter shall be issued for all work, giscand services unless a formal
contract is to be prepared or an official order would be inappate. Copies of orders shiaé
retained.

10.2. Order books shall bentrolled by the Clerk

10.3. All members and employesm® responsible for obtaininghe for money at all times. An
employee authorised to iss@a official order shall ensure as far as reas@abtl practicable that
the bestavailable terms are obtained in respect of each transactisumally by obtaining three or
more quotations or estimates from appropriate suppliers, subject t@lamginimigrovisions in
Regulation 11 (1) below.

10.4. A menber may not issue an official order or make any contract on behalf of the council.

10.5. The Clerghall verify the lawful nature of any proposadghase before the issue of aoxder,
and in the case of new or infrequent phases or payments, the Gdeshall ensuréhat the statutory
authority shall be reported to thmeeting at which the order &proved so that the Minutes can
record the power being used.

11. CONTRACTS
11.1. Procedures as to contracts are laid down as follows:

a. Everyontract shall comply with these financial regulations, and no exceptions shall be
made otherwise than in an emergency provided that this regulation need not apply to
contracts which relate to items (i) to (vi) below:

i. for the supply of gasletricity, water, sewerageelephoneand internetservices.

ii. for specialist services such as are provided by solicitors, accountants, surveyors and
planningconsultants.

iii. for work to be executed or goods or materials to be supplied which consist of
repairsto or parts for existing machinery or equipmeniptant.

iv. for work to be executed or goods or materials to be supplied which constitute an
extension of an existing contract by tGeuncil.

v. for additional audit work of the external Auditor up toeatimated value of £1@D

(in exces of this sum the Cleshall act after consultation with the

Chai); and

vi. for goods or materials proposed to be purchased which are proprietary articles and
/or are only sold at a fixed price.
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b. Where thecouncil intends to procure or award a public supply contract, public service

contract or public works contract as defined by The Public Contracts Regulations 2015

OaUGKS wS3dzE I GA2yaé 0 ¢ K AtlRKouickshah tomplgSvithe Feldvanmi v p X n J
requirements of the Regulations.

c. The full requirements of The Regulations, as applicable, shall be followed in respect of
the tendering and award of a public supply contract, public service contract or public
works contract which exceed threshslth The Regulations set by the Public Contracts
Directive 2014/24/EU (which may change from time to time).

d. When applications are made to waive financial eggurs relating to contracts tenable a price to
be negotiated without competitiothe reasm shall be embodied inracommendation tdhe council.

e. Suchaninvitation to tender shall state the general nature of the intendedre@htandthe Clerk

shall obtain the necessary technical assistangrepare a specification appropriate cases. The
invitation shall in adtion state that tenders must baddressed to the Clerk in the ordinary course of
post. Each tendering firm shiai supplied with a specifically marked envelope in wthieltender is

to be sealed andemain sealed until the prescribed date for opening tenders for that contract.
Alternativelythe use of an electronic procurement poritablso permitted for such purposes.

f. All sealed tenders shall be opened at the same timi® prescribed date by the
Clerk in the presence of at least one membehefcouncil.

g. Any invitation to tender issued under this regulation shall be subject to the relevant
StandingOrder andshall refer to the terms of the Bribery Act 2010.

h. When the councis to enter into a contract of less than £25,00@alue for the supply of goods
materials or for the execution of works or speciastices other than such goodsaterials, woks

or specialist services as are excepted as set out in paragraph (a) the

Clerkshall obtain 3 quotations (priced degtions of the proposed supplyyhere the value is below
£5,000 and above £2,0004 Clerk or RFO shalitain 3 estimates. OtherwisBegulation 10.3 above
shall apply.

i. The council shall not be obliged to accept the lowest or any tender, quote or estimate.

J. Should it occur that th&uncil, or duly delegated committee, does not accept any

tender, quote or estimate, the work is ratocated and the council requires further

pricing, provided that the specification does not clegn person shall be permitteéd submit a later
tender, estimate or quote wlhwas present when the origind¢cisioamakingprocess was being
undertaken.

12. PAYMENTS UNDER CONTRACTS FOR BUILDING OR OTHER CONSTRUCTION WORKS
12.1. Payments on account of the contract sum shall be madmhe time specified in the contract

by the Clerlupon authorised certificates of thachitect or other consultantsngaged to supervise
the contract (subject to any perceig@ withholding as may be agreedhe particular contract).
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12.2. Where contracts provide fpayment by instalments the Clerk shall maintain a record sdctl
payments. In any case where it is estimated thatdted cost of work carried outnder a contract,
excluding agreed variations, will exceled tontract sum of 5% or moreeport shdl be submitted to
the council.

12.3. Any variation to a contract or addition to or omission facrontract must be approved tiye
council and Clerk to the contractor in writing, the council being informedeathe finalcost is likely
to exceed the fiancial provision.

13. STORES AND EQUIPMENT

13.1. Employeeshall be responsible foine care and custody of stores and equipment allocated to
them for the delivery and execution of services for which they have responsibility.

13.2. Delivery Notes shall be obtained in respect of all geoés/ed into store or otherwisielivered
and gads must be checked as to order and quality at the time delivery is made.

13.3. Stocks shall be kept at the minimum levels consistent with operational requirements.
13.4. The Clerghall be responsible for periodic checks otksoand stores
14.ASSETS, PROPERTIES AND ESTATES

14.1. The Clerk shall make appropriate arrangements for thedyust all title deeds and Land
Registry Certificates of properties held by the couibg Clerk shall ensure a recorchaintained of

all properties held by the council, recangd the location, extent, planeference, purchase detalils,
nature of the interest, tenaries granted, rents payable apdrpose for which held in accordance with
Accounts and Audit Regulations.

14.2. No tangible m@able property shall be purchased or athise acquired, sold, leased or
otherwise disposed of, without the authority of theuacil, together with any otheronsents required
by law, save where the estimatedwea of any one item of tangibfaovable propety does not exceed
£250.

14.3. No real property (interests in land) shall be sold, leased or otherwise dispustot the
authority of the council, together with any other consemiguired by law, In each cas®aport in
writing shall be providetb council in respect ofaluation and surveyed conditiarf the property
(including matters such as planning pessions and covenants) together withwsness case.

14.4. No real property (interests in land) shall be purchasedjoirad without the athority of the
council. In each case a Report in writing shall beiged tothe council in respect ofaluation and
surveyed condition of the property (Inding matters such as plannipgrmissions and covenants)
together with a proper busasscase

14.5. Subject only to the limit set in R&gion14.2 above, no tangle moveable property shall be

purchased or acquired thiout the authority of thecouncil. In each case a Reportinting shall be
provided to council with Business case.
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14 6. The Clerkhall ensure that an appropriate and accurate RegatAssets and Investments is
kept up to date. The continued existence of tangible asbeta/n in the Register shall werified
annually

15. INSURANCE

15.1. The Clerk shall ensure that adequate levels of insurance cover is in place and ieectelées
and negotiate all claims withe courtil's approved insurer.

15.2. The Clerk shall ensure thatnallv and emerging risks, p\roperties or vehioldmch require to be
insured and thaany alteratiod | FFSOGAY3I SEAAGAY3I AyadaN) yOSa
and appropriate changes made to the policy as required.

15.3. The Clerghall keep a record of all insurances effectechieycouncil ad the property andisks
covered thereby and annually review it.

15.4. The Clerghall be notified of any loss liability or damagefany event likely to lead tocdaim
by employees or members seuiredandshall report these tehe council at thenext available
meeting.

15.5. All appropriate members and employees of the council shaltloéed in a suitable form of
security or fidelity guarantee insurance which shalective maximum risk exposure @estermined
annually by the council.

16.CHARITIES

16.1. Where the council is sole managing trustee of a chiribadaly the Clerk shahsure that
separate accounts are kept of the funds heldbaritable trusts and separat@ancial reports made
in such form as shall be appropriateaccedance with Charity Laand legislation, or as determined
by the Charity Commission.

16.2 The Clerk shalirange for any Audit or Independent Examination as may be required fity Cha
Law or anysoverning Document.

17. RISK MANAGEMENT

17.1. The council is responsible for putting in place arrangerfarttse management of risk. The

Clerk shall ensure that risk is adequately manageskpect of all activiteof the council and
FLILINBLINRF GS FOGA2y GF 1 Sytoriskis nnjisedNE G KS / 2 dzy O
18. SUSPENSION AND REVISION OF FINANCIAL REGULATIONS

18.1. It shall be the duty of the council to review the Financial &&md of the council from time

time. The Clerk shall make arrangements to monhanges in legislation or proppractices and

shall advise the council of any requirementd consequential amendment tloese financial
regulations.
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18.2. The council may, by resolution of the council duly notified farthe relevant meeting dhe
council, suspend any part of these Financial Regutapimovided that reasons for tiseispension are
recorded and that an assessment of thegiakising has been drawn up gnésented in adance to
all members ofthe council.
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Privacy Notice

Privacy Notice
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Clowne Parish CounePrivacy Notice

Your personal datawhat is it?

Gt SNE2YIf RFEGFE A& Fye AYyF2N¥YFGAZ2Y Fo2dzi | )
that data (for example a name, photographs, videos, CCTV footage, email address, or property
address).

The processing of personal data is governed byptta Protection A@Q018 the General Data
Protection Regulations (known as the GC#PR)other legislation relating to personal data and rights
such as the Human Rights Act.

Who are we?
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Other data controllers the Council works with are:

Other Local Authorities such as Bolsover District Council and Derbyshire County Council Derbyshire
Constabulary

- HM Government departments and agencies e.g. HMRC

- Business partners involved in the supply of Goods and Services to the Council

- Community Groups, Charities and other not for profit entities

- Banks and other financial institutions

Occasionally the Couhanay need to share your personal data it holds with other data controllers so
that they can carry efficiently and effectively carry out their duties and responsibilities.

If the Council and the other data controllers listed above are processing yayoiddly for the same
LJdzN1J2 4 Sax (KSy GKS [/ 2dzyOAf YlIeé 6S || a22Ayid RI
responsible to you for your dateloweverwhere each of the data controllers is processing your data
for their own independent purposéisen each data controller will be separately responsible to you.

If you have any questions, wish to exercise any of your rights or raise a complaint then you should dt
so directly to the relevant data controller.

A description of what personal dateet&ouncil processes and its purpose is set out in this Privacy
Notice.

The Council will process someatithe following personal data as required to perform its statutory
and discretionary functions, duties and services:

- Names, titles andliases.

- Contact details such as telephone numbers, propaitiresses and emaitidresses.
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- Where they are relevant to the services provided by the Council, or where you provide them to us,
the Council may process information such as gender, age, rstaitad, nationality, education/work
history, academic/professional qualifications, hobbies, family composition, and dependants

- Footage/ images captured from CCTV paimotographs.

- Where you pay for activities and services provided by the Council, financial information such as bar
account numbers, payment card numbers, payment/transaction identifiers, policy numbers and clai
numbers may beaptured.

- The personal data we procmay occasionally include sensitive or other special categories of
personal data such as criminal convictions, racial or ethnic origin, mental and physical health, detai
of injuries, medication/treatment received, political beliefs, trade union afiiiagenetic data,
biometric data, data concerning and sexual life or orientation.

How we use sensitive personal data
The Council may, as appropriate, process sensitive personal data including:

LY F2NXYEFGA2Y Fo2dzi Fy S YBMRENI Sia2Q  YK2SyFAf (li2KNJI 2NJ Oh2y
work.

- Racial, ethnic origin, religious or similar information in order to monitor compliance with equal
opportunities legislation

LY F2NXYEFEGA2Y YySSRSR Ay 2NRSNJ (12 O2YLX e sAGK 0
parties.
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of protection. As such the Council dedo have further justification for collecting, storing and using
this type of personal data.

2S YIeé LINRPOSada WQalLISOAlf OFGS3I2NARSa 2F LISNE2)

- In limited circumstances, with the indigid f Q & wiGtenlclinger® A i
- Where the Council needs to carry out its legdigations.
- Where it is needed in the public interest

Less commonly, the Council may process this type of personal data where it is needed in relation to
legal claims or where it is neededtdNP G SOG @2 dzNJ AyGSNBada 02N a2Y
not capable of giving your consent, or where you have already made the information public.

Do we need your consent to process your sensitive personal data?

In limited circumstances, the @ucil may approach you for your written consent to allow it to process
certain sensitive personal data. If so, the Council will provide you with full details of the personal date
that it would like to use and the reason it is needed, so that you can kbacefasider whether you

wish to consent.

The Council will comply with data protection law; this says that the personal data it holds about you
must be:

- Used lawfully, fairly and in a transparent way
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- Collected only for valid purposes thetve clearly been explained to you and not used in any way
that is incompatible with those purposes

- Relevant to the purposes the Council has told you about and limited only to those purposes
- Accurate and kept up to date
- Kept only as long as ressary for the purposes the Council has told you about

- Kept and destroyed securely including ensuring that appropriate technical and security measures a
in place to protect your personal data to protect personal data from loss, misuse, unauthorised
access and disclosure

The Council will use your personal data for some or all the following purposes

- To enable the Council to meet and deliver all legal and statutory obligations, duties and powers
including any delegated functians

- Toprevent and detect fraud and corruption in the use of public funds and where necessary for law
enforcement functions and to confirm your identity as part of any security verification procedures

- To deliver public services including information that éemthe Council to understand your needs
and how best to communicate with you

- To contact you by post, email, telephone or using social media (e.g., Facebook, Twitter, WhatsApp)
appropriate

- To help the Council build up a picture of how it isqrenfng

- To enable the Council to carry out comprehensive safeguarding procedures (including due diligence
and complaints handling) in accordance with best safeguarding practice from time to time with the
aim of ensuring that all children and adtdtsisk are provided with safe environments and generally
as necessary to protect individuals from harm or injury;

- To promote the interests of the Council

-¢2 LINPLISNI & YFIAYdFEAYy GKS [/ 2dzyOAf Qa4 CAYIlIYyORAL

- To seek yowiews, opinions or comments

- To notify you of changes to Council facilities, services, events and staff, councillovstardole
holder.

- To send communications which you have requested and that may be of interest to you (these may
include infornation about events, campaigns, appeals, other new projects or initiatives)

- To process relevant financial transactions including grants and payments for goods and services
supplied to and by th€ouncil.

- To allow the statistical analysis of datals® €ouncil can plan the provision of services

- The use of Council CCTV systems for the prevention and prosecution of crime and in the interests «
community safety

What is the legal basis for processing your personal data?

The Council is a public authority and has certain powers and obligations.
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Most of your personal data is processed for compliance with a legal obligation which includes the
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Sometimes when exercising these powers or duties it is necessary to process personal data of
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The Council may process personal data if it is necessary for tbenpante of a contract with you, or

to take steps t@ntera contract. An example of this would be processing your data in connection with
the use of Council facilities or the acceptance of an allotment garden tenancy. Sometimes the use of
your personal da requires your consent. The Council will first obtain your consent to that use.

Sharing your personal data

This section provides information about the third parties with whom the Council may share your
personal data.

These third parties have an obligation to put in place appropriate security measures and will be
responsible to you directlyecausdahey process and protect your personal data.

It is likely that the Council will need to share your data with soraéttbe following (but only where
necessary):

-¢KS RFEGF O2yGNRffSNBR fAaGSR F020S dzy RSNJ (KS

- Our agents, suppliers and contractors.

- On occasions with other local authorities or not for profit bsdvith which the Council is carrying
out joint ventures e.g. in relation to facilities or events for the community.

How long do we keep your personal data?

The Council will keep some records permanently if it is legally required to do so and may keep some
other records for an extendgakeriod
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The Council may have legal obligations to retain son@einl@onnection with its statutory obligations
as a public authority.

The Council is permitted to retain data in order to defend or pursue claims. Ircasesthe law
imposes a time limit for such claims (for example 3 years for personal injuryar&mysars for
contract claims).

In such circumstances the Council will retain relevant personal data for this pifiipbséeves it is
necessary to be able to defend or pursue a claim.

In general, the Council will endeavour to keep data foribitlis needed and will delete it when it is
no longer required.
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Your rights and your personal data
You have a number of rights with respect to your personal data.

When exercising any of the rights listed below, in order to process your redie€ipancil may need
to verify your identity for security purposes. In such cases the Council will require you to respond witt
proof of your identity beforgou can exercise these rights.

1) The right to access personal data we hold on you:

- At any point you can contact the Council to request the personal data it holds on you as well as why
the Council has that personal data, who has access to it and where we obtained the personal data
from. Once the Council has received your request it will respond within one month.

- There are no fees or charges for the first request but additional requests for the same personal date
or requests which are manifestly unfounded or excessive may be subject to an administrative fee.

2) The right to correct and update the personal da¢aCouncil holds about you:
- If the data the Council holds about you is out of date, incomplete or incorrect, you can inform the
Data Controller and your data will be updated.

3) The right to have your personal data erased:

- If you feel that the Cocil should no longer be using your personal data or that the Council is
unlawfully using your personal data, you can request that we erase the personal data we hold.

- When the Council receives yaequest,it will confirm whether the personal data hasem deleted
or the reason why it cannot be deleted (for example because it is needed it to comply with a legal
obligation).

4) The right to object to processing of your personal data or tectasto certain purposes only:

- You have the right to request that the Council stops processing your personal data or ask it to restri
processing. Upon receiving theguest,the Council will contact you and let you know if it is able to
comply or if it has a legal obligation to donk to process your data.

5) The right to data portability

- You have the right to request that the Council transfers some of your data to another controller.

- The Council will comply with your request, where it is feasible to do so, within onle afigateiving
your request.

6) The right to withdraw your consent to the processing at any time for any processing of data to whi
consent was obtained

- You can withdraw your consent easily by telephone, email, or by post (see Contact

Details beloyw

TOU ¢KS NRARIKG G2 €2R3IS | O2YLAX FAyYy(d 6AGK GKS Ly
- You can contact the Information Commoasgrs Office on 0303 123 11aBviaemail.

https://ico.org.uk/global/contactis/email/or viapost.
Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.
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Transfer of Data Abroad

In the unlikely event that personal data is transferred to countries or territories outside the European
902y 2YAO I NBF 06G99! ¢0 (GKS [/ 2dzy OAf gAft Sy adzNE
complying with measures giving equivalent protectiones$pnal rights either through international
agreements or contracts approved by the European Union.

Our website is also accessible from overseas so on occasions some personal data (for example in a
parish newsletter) may be accessed from overseas.

Further processing

If the Council wishes to use your personal data for a new purpose, not covered by this Privacy Notice
then it will provide you with a new notice explaining this new use prior to commencing the processing
and setting out the relevant purpes and processing conditions. Where and whenever necessary, the
Council will seek your prior consent to the new processing.

Changes to this notice

The Council will keep this Privacy Notice under regular review and will place any updates on
http:/ThisNotice was last updated in April 2019

Contact Details

Please contact the Council if you have any questions about this Privacy Notice or the personal data 1
authority holds about you or to exercise all relevant rights, queries or complaints.

The D#&a Controller for Clowne Parish Council is Steven Singleton.
Telephone; 01246 811586
Email:singleton.s@clownepc.co.uk
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Council Term of Office 2012023

Freedom of Information Publication Scher
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1. Whatis a Publication Scheme?

Section 19 of the Freedom of information Act (F@#4dires all public bodies to adopt and maintain a
publication scheme.

A publication scheme is a document which describes the information a public body publishes or
intends to publish. In this context, 'publish® means to make information routinely available. These
descriptions are called ‘classes of information'.

The schemés not a list of the act‘l‘JaI publications, because this will change as new material is
LJdzof AAKSR 2NJ SEA&GAY3I YIFIUGSNRAFE NBGAASR® LG A
the information described.

A publication scheme must clearly set:

- the classes, or categories, of information which a public body publishes or intenblsto
- thewaythe information will be published; and
- whether the information is available free of charge or whether it will incur a fee payment.

The scheme covers information already published and information which is to be published in the
future.

lff AYTF2NXYIFGA2Y Ay (GKS tFNARAK [/ 2dzyOAf Qa t dzof )
download or available in paper form on request.

Someinformation may not be made public as follows:

- if the Parish Council does not hold théarmation.

- if the information is exempt under one of the FOIA exemptions or Environmental Information
Regulations exceptions, or its release is prohibited by anstatite.

- if the information is readily and publicly available from an extevabsite.

- if the information is archived, out of date or otherwisaccessible.

- it would be impractical or resouréstensive to prepare the material for routinelease.

This publication scheme conforms to the model scheme approved yyh& 2 N+ G A2y / 2YYAa i
(ICO).

2. Categories of Information Published

There are 7 classes of information as follows:

Class *Who we are and what we do

Class 2 What we spend and how we spend it

Class & What our priorities are and how we are doing
Class 4 How we make decisions

Class & Our policies and procedures

Class & Lists and Registers

Class € The services we offer

= - —a —a _—a _a _a
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3. How to Requdstormation

If you require a paper version of any of the documents within the scheme, please contact the Parish Council
telephone, email or letter using the contact details set out below:

Email: singleton.s@clownepc.co.uk

Telephone: 01246 811586

Contact Address: Clowne Parish Council
Office 4
Station Business Centre
2 Station Road
Clowne
Chesterfield
Derbyshire S43 4RW

To help us process your request quickly, please clearly mark any correspdtiRi¢gBEéCATION SCHEME
REQUESTin CAPITALS please).

If the informationyou arelooking for isn't available via the schemey can still contact the Parish Council in
writing to ask if we have it.

4.  Paying for Information

If your request means that we have to do a lot of photocopying or printing to undertake, pay a large
postage charge, or it is for a priced item such as some printed publications or videos we will let you
know the cost before fulfilling your request.

Where there is a charge this will be indicated.

If the costs of printing/ providing and posting the information requested is less than £1.50 then this
will be provided to you free of charge.

5.  Feedback and Complaints
Clowne Parish Council welcomes any comments or suggestions you may have about the scheme.

If you require further assistance or wish to make a complaint, then this should be addressed in the first instance tl
Clerk to the Council using the address atisa@.

If you are not satisfied with the assistance that you get or if we have not been able to resolve your complaint and
you feel that a formal complaint needs to be made then this shouddltieessed to the Information

Commissioner's Office; this fetorganisation that ensures compliance with the FOIA and that deals with formal
complaints.
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They can be contacted at:

Information Commissioner's Office
Wycliffe House

Water Lane

Wilmslow

Cheshire SK9 5AF

Tel: 0303 123 1113

e Mail:https://ico.org.uk/makea-complaint/
Website: http:/Mmww.ico.gov.uk/

6. Monitoring & Review

This policy will be reviewed every 12 months to ensureoitéinuing compliance to the FOIA and ICO
guidance.
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Appendix 1

Guide to Information available from Clowne Parish Council under its Publication Scheme

Information to be published How the information can be Cost
obtained
Class 1 Who we are and what we do Format £
(Organisational information, structures,
locations and contacts)
This will be current information only
Contact details for Council Members Paper or Electronic Copy on Request | Free
Council Website
Council Staffing Structure Paper or Electronic Copy on Request | Free
Council Staff Job Descriptions Paper or Electronic Copy on Request | Free
Declarations of Acceptance as a Member of | Paper or Electronic Copy on Request | Free
Council 2019 to 2023 Council Website
Declaration of Acceptance for Chair of the | Paper or Electronic Copy on Request | Free
Council Council Website
Declaration of Acceptance for Vice Chair of { Paper or Electronic Copy on Request | Free
Council Council Website
Class 2 What we spend and how we spend | Format £
(Financial informatiorelating to projected ang
actual income and expenditure, procurement
contracts and financial audit)
Current and previous financial year as a
minimum
Annual Budget Plan Council Website Current year only Free
Paper or Electronic Copy on Request
other years
Council Tax Annual Precept Letter Paper or Electronic Copy on Request | Free
Community Grants Awarded by the Council | Paper or Electronic Copy on Request | Free
aSYOSNERQ |fft26l yOSa |PaperorElectronic Copy on Request | Free
Council Creditor Payment Schedules Council Website current year only Free
Paper or Electronic Copy on Request
other years
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Class % What our priorities are and how we | Format £

are doing

(Strategies anglans, performance indicators,

audits, inspections and reviews)

Current information as a minimum

Parish Plan 2019 to 2023 Paper or Electronic Copy on Request | Free

Annual Governance & Accountability Return| Council Website most recent audit year Free
only
Paper or Electronic Copy on Request
other years

Class £ How we make decisions Format £

(Decision making processes and records of

decisions)

Current and previous the years as a minimut

Timetable of meetings (Council and any Paper or Electronic Copy on Request | Free

Committees or Working Groups)

Agendas of meetings (Council and any Paper or Electronic Copy on Request | Free

Committees or Working Groups)

Minutes of meetings (Council and any Council Website Free

Committees or Working Groups)

Written reports presented to Council Meeting Paper or Electronic Copy on Request | Yes

or Working Groups) note that this will

exclude information that is properly regardeg

as Confidential to the meeting.

Class & Our policies and procedures Format £

(Current written protocols, policies and

procedures for delivering our services and

responsibilities)

Council Standing Orders Hard Copy on Request Yes
Paper or Electronic Copy on Request

Council Financial Regulations

Council Privacy Notice Council Website Free
Paper or Electronic Copy on Request

Council Complaints Policy

Council Freedom of Informatidtublication

Scheme

Council Risk Management Strategy

Council Health & Safety Policy

Council Policy of Insurance

Staff Recruitment (including current vacancig Paper or Electronic Copy on Request | Yes
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Class @ Lists and Registers £
Currently maintained lists and registers only

Register of Burials at Clowne & Barlborough| Paper or Electronic Copy on Request | Yes
Cemetery

Council Asset Register Paper or Electronic Copy on Request | Yes
wSIAAGSNI 2F aSYoSNRE Q Paperor Electronic Copy on Request | Yes
Declarations of Disclosable Interests

Allotment Tenants Register Paper or Electronic Copy on Request | Yes
Class % The services we offer Format £
(Information about the services we offer,

including leafletsguidance and newsletters

produced for the public and businesses)

Current information only

Hickinwood Lane Allotments Council Website Free
Clowne & Barlborough Cemetery Council Website Free
Clowne Community Centre Council Website Free
Villa Park & Sportsground Council Website Free
Public Seating & Litter Bins Paper or Electronic Copy on Request | Free
Parish Funded Bus Shelters Paper or Electronic Copy on Request | Free
Community Events & Festivals Paper or Electronic Copy on Request | Free
Town Centre CCTV Scheme Paper or Electronic Copy on Request | Free
Community Grants Scheme Council Website Free
Clowne in Bloom & Town Centre Floral Disp| Paper or Electronic Copy on Request | Free
Custodial Management of Village Cross & W Paper or Electronic Copy on Request | Free
Memorial

Winter Maintenance & Grit Bin Scheme Paper or Electronic Copy on Resgu Free
Town Centre Christmas Illuminations Paper or Electronic Copy on Request | Free
Additional Information Format £
This will provide the Parish Council with the

opportunity to publish information that is not

itemised in the lists above

N/A N/A N/A
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SCHEDULE OF CHARGES

This describes how the charges have been arrived at and should be published as part of the guide.

TYPE OF CHARGI

DESCRIPTION

BASIS OF CHARGE

Dishursement cost

Photocopying/printing @ 5p per
sheet (black & white)

Actual cost *

Disbursement cost

Photocopying/printing @ 20p per
sheet (colour)

Actual cost *

Disbursement cost

Postage

Actual cost of Royal Mail standard
2"d class

Statutory Fee

In accordance with the relevant
legislation on fees and chardesied

* This represents the actual cost incurred by Clowne P@asincil
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Council Term of Office 2012023
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1. Scope

1.1All employeesnd Councillorand other workers undertaking activity on behalf or under the
instruction of the Council (hereafter referred to\HaffQ¥You2 NJ r@eéf EldwneParish Council
(hereafter referred to as th&ounci.  @rdg®)S Q

2. Purpose

2.1To prevent malpractice by tl@ouncil its employeesCouncillorsagents and partners by advising
themhow to raise concerns with th@ouncilor, if necessary, with its auditoasd other statutory
regulatory bodiesand advising them of the protection efed by the Public Interest Disclosure Act
1998 pereafter referredtoa¥t L 5! QU @

3. Introduction

3.1All organisations face the risk of things going wrong or of unknowingly harbouring malpfraetice.
Councihasa duty to identify and take measures to remedy all malpractice particularly with regard to
issues of fraud and corruption.

3.2By encouraging eulture of openness withithe Counciive believe that we can prevent
malpractice before it happens.

3.3The Counciivantsto encouragestaffto raise issues which concetrem at work.The Council
recognise, however, thastaff may be worried that by reporting such issassheywill be opening
themself up to victimisation, detriment or riskitigeir job security.

3.4 Such fears aranderstandablethis policy is therefore designéal provide information about the
protections dfered by PIDA as well as the process by wdtaffimay raise concerns.

3.5By knowing about malpractice at an early stidageCouncistands a good chance of taking the
necessary steps to safeguard the interests of all staff, prifteauthorityand $op fraud and
corruption before it happens.

36LY aK2NIxX R2 y20 KSaAGFGS G2 walLlSlI{ dz2JQ 2N W
4. Definitions

41WCNJ dzZRQY F2NJ G KS LJzN1J2asS 2F GKA& LRfAOE NBTFS
undertake, actions in order to obtain gain for him/herself or another, or cause loss to another, or
expose another to risk of loss.

¢KS GSNXY WFNIdzZRQ SyO2YLIl aasSay
i) Fraud by false representation;

i) Fraud by failing to disclose information; and

iii) Fraw by abuse of position.

Descriptions of the above can be found within the Fraud Act 2006.
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advantage through means which are illegitimate, immarad/or inconsistent with their duty to the
Councibr the rights of others. Examples include accepting bribes or incentives during procurement
processes, seeking to influence others.

43Wal f LINY OGAOSQ F2NJ 6KS LizNlR2magbe2 T GKA& LRt AOe
i) illegal, improper, or unethical;

i) in breach of a professional code;

iii) possible maladministration, fraud or misuse of public funds; or

iv) acts which are otherwise inconsistent with the StaffouncillolCode of Conduct.

5. Grievances

5.11t should be noted that this policy is otk S/ 2ndayiaDdriévanée procedure stiaffhave a
complaint aboutheir own personatircumstanceghentheyshould use thé 2 dzy Qidven@es D
Procedure. Ifstaffhave concerns about malpractice within theuncilthen they should use the
procedure outlined in this policy.

6. Protection oWhistleblowers

6.1 The Councik committed toensuring the highest standards of integrity, honesty and accountability
and ifa concerris raisedn good faiththen the Councifjivesits assurance thastaff will not suffer any

form of retribution, victimisation or detriment as a resultlodir actions. In addition, the PIDA may
providestaffwith legal protection in retéon to their disclosures i$taffraise concerns in accordance
with that Act.

6.2 Concerns will be treateseriouslyand actions taken in accordance with this policstalff, askus

to treat the matter in confidencthe Councilvill doits utmost to respecttheir request. However, it is

not alwayspossible to guarantee confidentialitytHe Counciisin a position where we cannot

maintain confidentiality anthustmakedisclosureswe will discuss the matter with you first. We will

give you feedback on any investigation and be sensitive to any concerns you may have as a result of
any steps taken under this procedure.

6.31n some circumstances tl@ouncimay decide thait ought toreveal your identity in order to
assist in the investigation into the matter. You will be advised beforehand if this is the case.

6.4 Remember, if you do not tehe Councilvho you are it will be much more difficult for us to
investigate the matter fiy, to ask followup questions, to protect your position or to give you
feedback. Accordingly, while we will consider anonymous repantgeverthis procedure may not be
appropriate for concerns that are raised anonymously.

It will also be more difficufor staffto demonstratetheir protections under PIDA where there is no
evidence that it is you who has made the disclosure.

6.5Whistleblowersreceive protection under the PIDA in specific circumstances. Further information
about the protection afforded under PIDA can be found using the resources listed at the end of this

policy.
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7. Procedure

7.1Tell your line manager

If staffare concerned about any form wifalpracticethey should normally first raise the issue with
their line manager. There is no special procedure for doing simsply tell them about the problem or
put it in writing if you prefer.

At whatever levedtaffraise the issuaghey should declare whethagheyhave a personal interest in
the issue at the outset. If your concern falls more properly within the grievance procedure your
manager will tell you.

7.21f you feel unable to tell your line manager
If you feel you cannot tell your line manager, for wheteeason, you should raise the issue with the
Clerk.

If you feel that you cannot disclose to tGkerkbecause you believe that the individual may be
implicated in the malpractice, you should raise the matter in confidenceheitGhair of the Council

TheCouncil ientrusted with the duty of investigating staff concerns about illegal, improper or
unethical behaviour.

Staffshould also approadheir line manager or the Clet& draw attention to cases where there is
evidence of irregular or impropeehaviour elsewhere in the organisation, but where you have not
been personally involved, or if you are required to act in a way which, for you, raises a fundamental
issue of conscience.

7.31f you still have concerns

If you have reported a matter as described in the above paragraph and believe that the response does
not represent a reasonable response to the issues you have raised, you may report the matter directly
to the Monitoring officer at Bolsover District Counci

7.4 Responding to whistleblowing

After you have raised your concdhe CounciWill decide how to respond in a responsible and
appropriate manner. Usually this will involve making internal enqgfinggsut it may be necessary to
carry out an invegation at a later stage which may be formal or informal depending on the nature of
the concern raised.

If you have raised a concetre Counciill, as far as possible, keep you informed of the decisions
taken and the outcome of any enquiries and ingggions carried out. Howevehe Councivill not
be able to inform you of any matters which would infringe our duty of confidentiality to others.

7.5 Raising your concern externally (exceptional cases)

In all but the most exceptional of circumstancescerns about malpractice should be raised
internally.

PageB3of 217



The purpose of this policy is to gsataffthe opportunity and protectiothey need to raise concerns
internally without reporting the concern to external bodies. It is, therefore, expéudtdaising

concerns internally will be the most appropriate action to be taken in almost all cases and so you must
try to do so.

If, however, you feel you cannot raise your concerns internally the PIDA may afford you protection in
relation to your disdsure but only if you are acting in good faith and if you honestly and reasonably
believe that your allegations are true. In such circumstances you may consider raising the matter with
the police or the appropriate regulator e.g. Health and Safety Exechtivironmental Health

Department Auditoretc.

If you do take this route tevhistle blowan issue you may be required to demonstrate why you
thought the normal internal procedure was not appropriate.

You are strongly recommended to take advice befafewing this course of action though, as the
PIDA only affords protection to whistle blowers in certain circumstances

7.6 Wider whistleblowing disclosures

If staff have good reason for not using the internal or regulatory disclosure procedures described
above they might consider making wider disclosure by reporting the matter tortbeia ormaking a
posting on the internet.

Please note, if you have not followed internal procedures, whistle blowing disclosures to the media or
by other public disclosure will generdllyan unreasonable course of action.

Reporting your concerns for public circulation, even if done in gabg bafore raising them in
accordance with these procedures may result in disciplinary proceedings, which could lead to
dismissal.

Staffare recommended to take legal advice before following this course of action though, as the PIDA
only affords protectio to whistle blowers in certain circumstancis.protection is given if the
disclosure is made for personal gain.

7.7 Limits to protection

It is important to note that a disclosure will not be protected under PIDA where you are comanitting
offence by making that disclosure, for example by breaching the Official Secrets Act or Section 132 of
the Data Protection Act 2018.

7.8 Sources of advice

It is recommended that you obtain advice about whistleblowing and PIDA at an early\stage if
intend to report malpractice. This is important so that you know the extent of the protection which
will be provided to you under PIDA.

If you are a member of a tradmion,you may wish to seek advice about raising an issue from a trade
union represatative. You may also wish to seek advice from Public Concern at Work which is in
independent charity set up to provide advice and guidance about whistleblowing issues. Contact
details for Public Concern at Work are given in Section 9.
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7.9 1f you receive disclosure
On rare occasions, you may receive a whistleblowing disclosure despite not holding any of the

positions referred to in paragraph 7.2. For example, a disclosure could be received through; the post

this instance you should forward the discl@sto theClerkas soon as possible.
8. Malicious whistleblowing

8.1If you are found to have made allegations maliciously and/or not in good faith, a disciplinary
process may be instigated against you. This may result in your dismissal flooutiod

8.21It is important to note thaif you have raised a concern in good faith, you will not be subject to
disciplinary action even if the investigation finds your allegations to be unproven.

9. Frequently asked questions

9.11 told my line manag a number of weeks ago that | believe that a colleague is mistsumgil
resources. Nothing seems to have happened since.

What should | do?

Speak with your line manager to ask how the investigation is progressing. If you feel that no or
insufficient progress has been made you must infibrenClerk

9.21 have serious concerns that malpractice is prevalent wiieil€Councibind that myline manager
knows about the situation but have chosen to ignore it.

What should | do?

You must contact th€lerkpersonally and inform him/her of your concerns. If you feel taek@
involved in, or supportive of, the malpractice you should raise theemaiththe Chair of the Council
as detailed in the procedure above.

9.3 believe that a colleague is stealing from @waincil

How do | deal with this?

This issue should be dealt with by using this whistleblowing procedure. Yothenefgre, inform

your line manageor the Clerk immediately

9.41 believe that malpractice is happening within @@unciland | am thinking of going to the press
about it. What are the implications of this?

You should try to exhaust all internal megisans for whistleblowing or refer the Monitoring Officer

at Bolsover District Counoil the relevant regulatory body. You should be aware that going directly to

the press may limit your protection under the Public Interest Disclosure Act (PIDA) amalyyoe

liable for dismissal. It is advised that you seek advice from your trade union, if you are a member, or

contact Public Concern at Wdrkfore taking this course of action.
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9.5What does PIDA do?

PIDA protects workers who make a proteaféextiosure of information, concerning certain types of
matters relating to their employment, from being dismissed or penalised by their employers as a result
of the disclosure.

9.6 Who may claim the protection of PIDA?

Members of staff are workers withihe definition contained in PIDA and may make a qualifying
disclosure of information if they reasonably believe that the disclosure would tend to show that the
ICO is involved in a relevant failure as outlined in section 9.7 below.

9.7What disclosures arprotected?
Not all disclosures of information are protected by PIDA. Protection only arises in relation to protected
disclosures.

Protected disclosures are:

- qualifying disclosures (defined below) made to an appropriate party (see section 9.8. deibw);

- made in accordance with the differing conditions for disclosure applying to each different type of
recipient of the information.

A qualifying disclosure is:

GFrye RAAOE2ad2NB 2F AYyT2NXIFGA2Y 6KAOK>losug, GKS N
tends to show one or more of the following.

(a) That a criminal offence has been committed, is being committed or is likelgambuetted.

(b) That a person has failed, is failing or is likely to fail to comply with any legal obligation teevidich
subject.

(c) That a miscarriage of justice has occurred, is occurring or is likeuto

(d) That the health or safety of any individual has been, is being or is likelgridargered.

(e) That the environment has been, is being or is likghe tdamaged; or

() That information tending to show any matter falling within any one of the preceding paragraphs has
beenorAd f A1 Ste& (G2 06S RSTtAOSNIGSte O2yOSIfSRp¢
PIDA refers to those matters covered by (a) to (f) above as relevant failures.

Adisclosure will not be a qualifying disclosure if the person making it commits an offence by making it
(e.qg. if the disclosure would breach official secrets legislation or if it would breach Section 132 of the
Data Protection Act 2018). You would therefoog receive protection under PIDA if you made a
disclosure in these circumstances.

9.8 To whom may a disclosure be made?

A protected disclosure may be made to one of five types of recipients, these are:

-0KS g 2NflogeND &

- a legakdviser.

- aMinister of the Crown (in certain circumstances)

- a regulatory body (referred to as a prescribed pexsocluding the Information Commissioner); and
- a third party (for example, the media).

The circumstances in which disclosures may be made vargaiageipon the intended recipient of
the information.
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The most likely recipient of information from staff concerning misconduct will l@atheciks the

employer of the worker in question. To be protected by PIDA, a worker wishing to make a disclosure
must make sure that s/he reasonably believes that the disclosure tends to show a relevant failure and
s/he must make the disclosure in good faith.

You may need independent legal advice to direct you in understanding this legislation.

10. Resources
10.1For more information on whistleblowing and related legislation taisit://www.pcaw.co.uk

If you need indepeatent advice about a whistleblowing issue you can telephone Public Concern at
Work on 020 7404 6609.

11. Glossary

11.1Wa I f LINGlinGhé doxéxiof this policy this may refer to any of the following:
- Failure to comply with a legal obligation

- Unprdessional acts

- Misuse or inappropriate use Gouncifunds or resources

- A criminal offence

- A miscarriage of justice

- The endangering of an individual's health and safety

- Damage to the environment

- Deliberate concealment of informatioelating to any of the above
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CLOWNE PARISH COUNCIL
1. HEALTH AND SAFETY POLICY STATEMENT

ClowneParish Councfhereafter referred tdhroughout this policyaseither(i K S W/W &BQEEAX 2 NJ
Y 2 daifiBla) provide and maintain a safe and healthy workplace by ensuringuhdings, land and
equipment tools and materials areafe and that a safe system of work is provided for all of our
employeed YR / 2dzy OAf ft 2NB OKSNBI FGSNI NEFSNNBR G2 | &

The Councilill also provide suitable and sufficient information, instructions training and supervision
as is necessary to ensure the health and safety adtaffrand this shall include suitable and sufficient
welfare, sanitary and working facilities as required.

Allstaffhave a duty to ensure that they work in a safe manner and that their acts or omissions do not
cause harm to themselves or others in the vicil@taffwill be encouraged to bring to the attention of
their linemanage any concerns regarding yhealth and safety issues.

TheCouncil recognises its duty of care towards others that are not in our employment. These people
includevisitors customersvolunteersvorking with the Councind contractors who have reason to
come into contact with aubusiness activities and premises. These persons will be given suitable and
sufficient information and instructions to ensure their health and safety. The actions of visitors
customersand contractors will be controlled in such a way so as not to cawseth ourstaffor
themselves.

To ensure that the Policy is implemented and maintained sdClloatneParish Council keeps within

the requirements of the Health and Safety at Wik Act 1974 the pers@named below will ensure

that sufficient resowes, both financial and physical are available so that the Policy and its
arrangements can be implemented effectively.

We believe that this Health and Safety Policy complies with the requirements of the Health and Safety
at Worketc. Act 1974 and will be subject to a regular review annually or when there are any significant
changes.

Overall responsibility for health and safety rests withElected Members of Clowne Parish Council

Name:CouncilloRoss Walker Name: Steven Singleton

Postion: Chairon behalfof Clowne Parisouncil Position: Clerk to the Council

{ATYSRY XXXXXXXXXXXXX [{ATYSRY XXXXXXXXXXXXXXX

Datad: X X X X X X X X XX XXX DPH A HAN 5F GSRY XXXXXXXXXXXXXXXX

Pagedlof 217



2. LEGAL DUTIES AND RESPONSIBILITIES OF EMPLOYERS

ltisi KS / AMdigya@dirésgbasibility as employers under the Health and Safety atef¢obict
1974 section 2.1 and 2.2 and this policy to:

- Ensure so far as is reasonably practicable the health, safety and welfare at wastatiaald
others who mayvork for oron behalf of the Council

- Provide and maintain plamtachineryand safe systems of work that are, so far as reasonably
LIN OGAOFot S alF¥S FyR gAGK2dzG NR&A]l G2 F LISN

- Make arrangements for ensuring, so far as is reasonably practitebsafety and absence of
risks in connection with the use, handling, storage and transportation of articles and
substances.

- Provide information, instruction, training and supervision as is necessary to ensure so far as is
reasonably practicable the hdaklnd safety at work of owtaff.

- Maintain so far as is reasonably practicable any place of work in our control in a safe manner
and maintain safe access and egress from it.

- Provide and maintain so far as is reasonably practicable a safe workingreewir@ith
adequate facilities and arrangements for the welfare ofstafifand others who enter our
workplace.

- Make arrangements for the protection of ataffworking on other sites such as the Sports
Pavilion Cemetery, Allotmentsha the CommunityCentre etc.

We also recognise that a breach of health and safety legislatite Iouncitonstitutes a criminal
offence. An Enforcing Authority may take criminal proceeding againsbtimei®r its management.
This can result in penalties, i.e. fines and / or imprisonment.

3. LEGAL DUTIES OF EMPLOYEES

In addition to the previously described general responsibilities, the Health and Safety atd\Mack
1974 places legal duties on sthff.

These are:

{SOGA2Y T WYISIfékK ORvpT S Ge G 22N
to take reasonable care for the health and safety of themselves and other persons who may be
affected by their acts or omissions at work.

to co-operate with the management to enable the employer to carry out legal duties or any
requirements as may be posed.

{SOGA2Y v WYISIféK ORuprmSdie G 2 2NJ
No person shall intentionally or recklessly interfere with or misuse any item provided in the interest
of health, safety and welfare.

Staffshould bear in mind that a breach of health aafkety legislation by an individual constitutes a
criminal offence and action may be taken by an Enforcing Authority against an individual. Such action
can result in penalties, i.e. fines and / or imprisonment
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4. HEALTH AND SAFETY RESPONSIBILITY
The overd operationalresponsibility for health and safety withihre Council rests with:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

Theabovenamedperson will ensure that sufficient resources, both financial and physical are available
so that the Policy and its arrangements can be implemented effectively.

To ensure that the Policy is implemented and maintained sdtte&@ouncil keeps within the
requirements of the Health and Safety at Weitk Act 1974 theabovenamedperson may delegate
duties toother employeesas required and specialist external contractors/ ageshts will provide
support to meet the responsibilities.

These individuals ay also delegate duties to other employéegnable the requirements of the
Policy to be carried out with due diligence.

Delegation of the individual duties and responsibilities to employees does not in any way detract or
remove the ultimate responsibility and duty of care placed on the above person by the Health and
Safety at Worletc. Act 1974.

4. 1INDIVIDUAL RESPONSIHESI
The duties of thosstaffwith individual responsibilitiezre set out withirthis Policy.
The person responsible for ensuring this Policy is put into practice is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

Other duties will include:

- ldentifying hazards present within any business activities.

- Ensuring risk assessments are undertaken and any actions are followed through to completion

- Ensuring that hazardous substancesassessedand any actions are folved through to
completion.

- Liaising with the Enforcing Authorities as and when required.

- ldentifying any training needs.

- The development and implementation of safe systems of work.

- The maintenance of the workplace and buildings.

- Fire and emergencyanagement.

- Ensuring waste is managed.

- Ensuring accidents are reported and investigated.

- Ensuring that anyHealth situations that are caused by work activities are reported and
investigated.

Paged3of 217



4.2COMPETENT ASSISTANCE

The Management of Health and Safety at Work Regulations 1999, regulation 7, requires that every
employer must appoint one or more competent persons to assist them with the implementation and
provision of health and safety measures.

The competent assistaa and advicéor the Councils provided by:

I NEYSNI I SFEtGK 3 {FFSG& {SNIBAOS&a OKSNBI FGSNI NBT
Croner House

Wheatfield Way

Hinckley

Leicestershire

LE10 1YG

08004 702 860

The organisation of Health and Safety Consultants indicated above has been contracted to ensure that
the Council is provided with the necessary information, advice and assistance to comply with current
Health and Safety Legislation.

Cronerwill carry out audits aff K S/ 2Heéa/ttOehd Safaty Management Documentation in order to
measureour health and safety performance. These will be completed within the contractual
arrangements at no more than twelve monthly intervals.

5. ARRANGEMENKFSR HEALTH AND SAFETY AT WORK
5.1THE HEALTH AND SAFETY INFORMATION FOR EMPLOYEES (AMENDMENT) REGULATIONS

Theseregulations require information relating to health, safety audfare to be provided to the
| 2 dzy @nploy®es by means of post@<NJ £ S| Ff Sia Ay GKS Wi LILINR ISR
purposes of the regulations by the Health and Safety Executive (HSE).

The regulations require the identification of Employ&edety Representatives and any other Health
and Safety contracts toebwritten n the appropriate spaces on the poster and leaflets as appropriate.

¢CKS LI2a0GSNI WI SIcPUKI lyR2@zF FRA Sz RI ¥ W2 gifentdpdsition 0 S
in the Community Centre where it can be read by all employeemende hformation on the poster
which clearlystates who has overall responsibility for health and safety whki@ouncil and the

name of any safety representatives that have been identified

5.2NOTICES

All notices whether on Council premise®lsewhere issued in accordance with the Health and Safety
at Worketc. Act 1974 and its associated legislation must be complied with.

Allstaff, contractors, visitors, customers and voluntedilee must take the necessary action to ensure
that they arefamiliarwith, as far ass reasonably practicableny warning signs and the meanings and
interpretations otthe signs, both advisory and warning, and confydly with them.
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Anysuggestions on how the Counihy mprove its health and safeghould be communicated to
yourline manager or the Clerk to the Coummailassessment and feasibility.

Allstaffand others who may be affected by the contents of this Policy are advededmaster copy
2F (KS RI{SHTIKE |ty2 { th&Qodhcilasiietainesl ¥ SRadishoficeNith a copy
at the Community Centre and a cdpgatedon the Council websiteThe policy contains detailed
information relating to the business activit@sthe Counciand a opy is available fall stakeholders
to read.

TheCouncil consideithemselves responsible employarsdwe will ensure that afitaffread the
policy and any areas that are not understood are explained to them.

5.3THE HEALTH AND SAFETY (CONSULTATION WITH EMPLOYEES) REGULATIONS 1996

Where there arestaffwho are not represented by safety representatives under The Safety
Representatives and Safety Committees Regulations 1977 amended 1@®0tiodmust consult
thosestaffin good time on matters concerning their health and safety at work.

This will be carried out by meetings, toolbox tadksail,use of the notice board and apendoor
policyfor the following:

- The introduction of any measures in the workplace, which may substantially affect the health
and safety oétaff.

- ¢KS SYLX 28 SNI& I NNJ y 3 S Y Sa/staffrdpdedtdtivelndd thefri A y 3
responsibilities and any resources that may be reguio allow them to carry out the duty.

- Any information that the employer is required to provide under relevant statutory provisions

- The planning and organisation of astgfftraining requirements with regard to health and
safety

- Any new technologiethat are brought into the workplace and the training and consequences
with regard to health and safety that may arise fromuke of thatnew technology.

To allow theCounciko carry out this dutyf consultation withstaff will be the responsibility of:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

The elected or nominated person/s to act asstadfrepresentative is:

KERRY CARLESS
THE DEPUTY CLERK TO THE COUNCIL

Health and Safety meetings or toolbox talkistake placet least twice a year

Regular health and safety information will be postedhemoticeboardin the main entrance/ foyer
at the Community Centre.
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6. IDENTIFYING AND MANAGING HEALTH AND SAFETY RISKS
6.1 RSK ASSESSMENTS

The Management of Health and Safety at Work Regulations 1999, Regulation 3, requines that
Counciimust carry out a suitable and sufficient assessment dfi¢ladth and safety risks to its
employees whilst they are at work.

The Councilill also consider those that are notitemployment who may come into contact with
business activities or premises.

Before embarking on thiask,the Council wilheed to have an understanding of the following:

- A Hazard is something with potential to cause harm.
- The Risk is a measure of the likelihood that harm will be caused.

TheCouncil will ensure thatt carriesout suitable and sufficient risk assessments of all the tasks and
equipment connected witlts business activities that are likely to present a significant risk of injury or
ill health toits staffor others withinthoseactivities.

The person responsible for ensuring that the risk assessments are undertaken is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

The risk assessments will be made available stadfilas requiredAfter reading and understanding
the content of the isk assessment, tretaff membemust signi K S/ Zoafiri®akidn Shket to
confirm that they have read and understood the assessment and its findings.

The responsibility for the implementation of risk assessments and any conttasetmaquired ests
with the Clerk to the Counaihd shall be supported by any ottstaff memberas is required.

TheClerk,Deputy Clerk and Community Centre Managiéralso monitor the effectiveness of any
actions resulting from the findings of the risk assessments. Any deficiencies that are identified will be
reported to the person responsible for carrying out the risk assessments.

All risk assessments will leviewed annually as a minimum or if there is any significant change that
affects the validity of the risk assessment, whichever caoaser?

6.2CONTROL OF SUBSTANCES HAZARDOUS TO HEALTH

The Control of Substances Hazardous to Healthl&egis 20024s anended) requirehe Councito
carry out an assessment and record the risks involved with using, storing and handling hazardous
substances.

Hazardous substances will not be used handled or stored until a suitable and sufficient risk assessmen
has been carried out. The findings and content of the risk assessment will be communicated to all
employees likely to come into contact with the subs&an
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Material safety data sheets (MSDS) will be obtained for all hazardous substances purchased and this
information will be retainedData sheets are@suallyavailable from suppliers and manufacturers who
have a legal obligation to provide them.

The Councilso recognisgthat as a result ats businessactivities thathazardous substancesay be
used or generateds a result of our business practices. These substances will also be assessed and
controlled.

The person responsible for ensuring that Co8sidssments are carried out is:

JOANNE PLUMMER
GOMMUNITY MANAGER

After reading and understanding the content of the CoSHH assesszaehtmmembers of staifill
sign the confirmation sheet to confirm that they have read and understood the assessment and its
findings.

Responsibility for implementation of CoSHH assessments and any controls that are required rests with
the nominated person identified abovedsupported by any othenembers of stafés is required.

TheDeputy Clerkvill monitor the effectiveness of the CoSaddessmentind any deficiencies will be
reported to the person responsible for carrying out the CoSHH assessments.

All CoSHH assasents will be reviewed annually or if there are any significant changes that affect the
validity of the risk assessment, whichever comes sooner.

6.3MANUAL HANDLING

The Manual Handling Operations Regulations 1992 (as amended) require that all raadlirad h

tasks must be avoided where reasonably practicable, where this is not reasonably practicable then an
assessment of the risks staff must be carried out. The manual handling assessments will be made
available to aktaff as required

After reading and understanding the manual handling assessmemeitmber of staffvill sign the
confirmation sheet to confirm that they have read and understood the content of the assessment.

The person responsible for ensuring that the manual handling assessments are carried out is:

DAVID BROWNRIDGE
GCOMMUNITY ENVIRONMENT SUPERVISOR

Responsibility for implementation of manual handling assessments and any controls that are required
rests with the nominated person above, supported by any atiembers of stafés required.

TheCommunity Centre Manageiill monitor the effectiveness of the manual handling assessments

and any deficiencies will be reported to the person responsible fioyiceg out the manual handling
assessments.
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However, management cannot carry out an assessment for all minor tasks therefore it is the
responsibility oeach member of statb mentally assess the risk of harm to themselves and others
before carrying oumanual handling.

Before carrying out any mantf@ndling tasknembers of staffnust consider
The TaskWhat you are going to do

The Individuat The persons own capabilities

The Load The weight, size and shape of the load

The Environment The environment to which the task is being undertaken

If in doubt get help

All manual handling assessments will be reviewed annually or if there are any significant changes that
affect the validity of the risk assessment, whichever comes sooner.

6.4PERSONAL PROTECTIVE EQUIPMENT
Personal protective equipment (PPE) must be providestd@iwhere a risk assessment indicates
there is a requirement. The equipment provided will be suitable for the task affording the necessary

protection.

An assessment of personal protective equipment will be carried out and where a need is identified, the
equipment will be provided at no cost to the user.

Where PPE is supplied thstaff must use the equipment provided,; this is a legal requirement under
the Health and Safety at Woekc. Act 1974 section 7.

The person responsible for the assessment and provision of PPE is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

Any questions or complaints (e.g. discomfort) about the PPE provided should be directed to:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENPERVISOR

The requirement for PPE will be reviewed regul®BE will always be used as a last resort when
controlling risks.

6.5WORK EQUIPMENT

The Provision and Use of Work Equipment Regulations 1998 requires that all equipment and
machinery used for work must be suitable for the task and fit for purpose.
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When choosing work equipment a numieéifactors must be considered:

- The task that the equipment or machinery is to be used for.

- The environment where it is going to be used.

- Who is going to use it?

- All equipment purchased or hired the Council must comply with the minimum safety
standads as are required by The Supply of Machinery (Safety) Regulation$20@uncil
will also ensurés equipmentfollowsBritish and ISO standards and it is CE marked when
purchased within the European Union.

The person responsible for the supplygqurement, and repair of work equipment and machinery is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

Items of work equipment that require statutory inspection by competent persons will be inspected at
the required intervals as stated below.

All portable electrical equipment will be inspected at regular intervals dependent on its type and
usage.

Thecompetent person responsible for inspection of electrical equipment is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

Records of these inspections are kept in:

THE haa! bL¢, 9bz+Lwhb aOFFICET THE SOMMUNITYWCENTRE, RECREATION
CLOSE, CLOWNE S43 4PL

All defects of any work equipment must be reported to:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

Records of repair and maintenance are retained and inspections of other work equipment that may
deteriorate with use (e.g. ladders and stepladders) require such inspections.

Records of repair and maintenance are kept in:

THE COMMUNITY ENVIRONMENT™WSURE hwQ{ hCCL/ 9 ! ¢ ¢1 9 /[ haa,; bl
CLOSE, CLOWNE S43 4PL
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6.5.1Machinery Guarding

Under the Provision and UséWork Equipment (PUWER) 19@#gerous Parts of Machinery or
Equipment (Regulation 11), requires that all dangerauts pf machinery or equipment must be
guarded or covered. TH@ounciwill ensure that where practicable and technically possible,
appropriate guards or covers will be fitted to dangerous parts of machinery or equipment.

Staffare also reminded that they have a duty under the Health and Safety aetWohkt 1974 and

The Management of Health and safety at Work Regulations 1999 to work in a safe manner and to use
all equipment provided for their safety. Failure to do this reag to disciplinary actidoy the Council
6.5.2Stop Buttons and Guards

The Provision and Use of Work Equipment (PUWER) 1998 Regulation 16, requires that emergency sto
buttons will be fitted to all machinery and equipment where appropriate. The need will be determined

by the specific risk assessment carried out on each nme&ohiequipment.

In order to ensure that all guards, covers and emergency stops are maintained and in efficient working
order, they will be tested and inspected at regular intervals (e.g.afhaibks).

The Community Environment Supervisgilsensurethat all machinery or equipment guards or covers
and stop buttons are tested regularly and the test recorded.

Records of maintenance and repair of any work machinery or equipment will be kept available for
inspection.

Any electrical work equipmerhat is used outside will be connected to the electrical circuit via a
Residual Current Device that will break the circuit in the event of an accident.

Any maintenance carried out on equipment that may be hazardous to the maintainer or people in his
vichity will be carried out under strict isolation procedures. This may necessitate the need to raise a
permit to work.

The permit to work system wilelzontrolled by the Community Environment Supervisors

6.6 DISPLAY SCREEN EQUIPMENT (DSE)

The Health and Safety (Display Screen Equipment) Regulations 1992 require that an assessment of all
display screen equipment (DSE) and the workstation be carried out to identify any risks present.

Prior to carrying outhe assessment a checklist will be completed so as to identify the presence of any
significant riskThe Councilecognissthat DSE users require training and will provide it as necessary.

The person responsible for the assessment of display scoegmmeent is:

KERRY CARLESS
THE DEPUTY CLERK TO THE COUNCIL
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The assessments will be reviewed annually or when any significant change occurs.
6.6.1Eyesight Tests and Corrective Glasses

The Council accepts issponsibility under thesegulations. Shouldmember of stafhave difficulty
with their eyesight whilst using the display screenteirtwork, then the Counaiill pay for an
eyesight test. This will determine if threember of staffequires corrective glasses to reduce the

health risks involved in the use of computer screens.

If correctve eyewear is required then the Coumdgll provide basic eyewear, which stile used
whilst the employeés using the computer.

TheCouncil will not pay for any other type of eyewesach as bifocal or varifocal ifrember of staff
requires these then they must pay the cost difference.

6.7 THE WORKPLACE

The Workplace Health Safety and Welfare Regulations 1992 are designed to pretaffevith a
safe place to work and adequate welfare facilities.

The Approved Code of Practice suggests the minimum temperature in a workplace should normally be
at least 16 degrees Celsius.

If the work involves rigorous physical effort, the temperature should be at least 13 degrees Celsius.

These temperatures are not aldgte legal requirements; but the Council lzaduty to determine
what reasonable comfort will be the circumstances.

The Councilill also ensure that the premises as well as any fixtures, fittings and plant within it do not
present a health and safety risk to any visitors and contractorsrtiia come into contact with its
business activitiesna premises.

Workplace inspections that identify defects and omissions early will be carried out at irtgwats
whendefects and omissions are identified then a time scale and person responsible for repair or
implementation will be set.

Inspections of the buildings and outside environment will be carried out every:

WEEKLY

All defects and omissions must be reported promptly so that they can be dealt with. The person
responsible for dealing with workplace defects is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR
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The Institution of Engineering and Technology Regugand the Halth & Safety Executive
recommend that a competent electrician should inspect fixed electrical installations at least every five
years and a certificate of inspection obtained and retained.

The person responsible for ensurthgt electrial installations are inspectdyy a competent
electricianis:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

Any electrical defects must be reported to:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

In order to maintain a safe amealth workplace, good housekeeping is extremely importargtafl

have a part to play in the delivery of this requirement. They will ensure that their workplace and work
equipment is kept in a clean and tidy condition, items and equipment must neit loa khe floor to
present a trip, slip or fall hazard and any cables are tucked away or routed away from traffic routes.

6.8 THE HEALTH ACT 2006

Chapter 28 of the Health Act is to make provision for the prohibition of smoking in certain premises,
L I 0S4 YR @OSKAOfS&a YR GKSNBT2NB a{Y21Ay3IE A3
where smoke can enter the building.

This also applieshere cigarette smoke can enter the bl 3 G KNR dzZAK | gAY R24 @
policy to ensure that this legislation is fully apptiedA y Of dzZRSa 2 dzNJ GSKA Of Sa |
is not allowed. In the event of a person smoking in the workplaees adisciplinary action will be

taken.

)

D22R 1 2dzaS1SSLIAYy3I Aa 90SNRO2ReQa wSalLRyaraoaAaft Al

Under the Gas Safety (installation and use) Regulationsti®@uncil haa duty to ensure that any
installations within the premises are installed and maiethiny a competent person.

The annual checks will include the effectiveness of any flue, the supply of air for combustion, the
operational pressure and the safe function of appliances.

The person responsible for ensuring a Gas Safe Registered Engipeets the gas installations is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR
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6.9CONTROL OF CONTRACTORS

All workplaces use contractors from time to time for example electricians, window cleaners, painters,
and decorators, plumbers and other trades persons. These will be controlled so that they work in a
safe manner and do not cause any employee and othisrgiso be at risk.

The Councilso understansithat the controls must also protect the contractor from any risk them
from any hazards that may arise as a result of our business activities.

Prior to any contractor carrying out any work at our ess premises or elsewhere on our behalf, the
contractor must produce or complete the following:

- A copy of their current Employer and Public liability insurance.

- Copies of any accreditations applicable to the job they may have.

- A method statement fortte task they are to carry out.

- Copies of any risk assessments relevant to the job.

- Any other information that may affect the health and safety of anybody involved.

The person responsible for the control of contractors is:

DAVID BROWNRIDGE
COMMUNITENVIRONMENT SUPERVISOR

6.10LONE WORKING

TheCouncil has a duty to ensure the safety of lone workers as far as reasonably practicable. As far as
the Health and Safety at Worc. Act 1974 is concerned, the responsibility of the employer to ensure
the safety of lone workers does not differ much fribvat of the responsibility to ensure the safety of
staffworking in a group or under close supervision.

Staffmust ceoperate with management to enable them to comply with their health and safety duties
in respect of lone working. Section 7 of HASWA regsiiafido take reasonable care for the health
and safety of themselves and of other persons who may beedfby their acts or omissions at work.

TheCouncil will manage the risks associated with lone working by the following:means

- Risk assessments will be carried out for all lone woddtigties. This will enable the Council
to establish the degreef risk and to put in place the control measures required to reduce the
risk to an acceptable level. Risk assessment will take into consideration the person, the
equipment/ materials being used and the environment where lone working is carried out. The
assessment will also consider the emergency arrangements including rescue and first aid.

- The Councilill ensure that the required communication equipment and procedures are
implemented to enablstaffto be communicated with at suitable intervals (the réegof risk
determines what constitutes a suitable interval). The means of communication will be
determined via the risk assessment process, but the telephone is an obvious means, with
mobile telephones or twavay radios for workers who may be workingeshote outstations.
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- Only trained, competent and authorised persons will be permitted to work alone. Training,
information and instruction will be provided following the satisfactory completion of a suitable
and sufficient risk assessment.

Whether or nd a person will be permitted to work alone in or out of normal hours, will depend on the
degree of risk posed by the work, the working environment and on the individual.

The person responsible for ensuring that the risk assessment for lone workimnged at:

JOANNE PLUMMER
COMMUNITY MANAGER

The person responsible for developing procedures for the lone working activity is:

STEVEN SINGLETON
CLERK TO THE COUNCIL

6.11FIRST AID
The Health and Safety (First Aid) Regulations 1981 (as amended) requires us to provide adequate first
aid equipment and a sufficient number of trairedffto administer first aid when required.

The Councilill carry out a first aid riskssessment; this will enable us to establish the number of
trained first aidstaffwe require as well as the amount of first aid equipment needed.

Factors considered will be:
- The number of people involved.
- The level of risk that our businesgivity presents (low, medium or high risk).
- The proximity of our business to professional medical help (e.g. rural or town centre that may
affect the speed at which the paramedics will arrive).
- Any other issues that may affect the assessment.

The qualified first aid people or appointed persons are:

Daniel Arthur
Barbara Arthur
David Brownridge
Richard Beech
Kerry Carless
Julie Galligan
Dilys Gardener
Stefan Eatoflves
Joanne Plummer
Philip Whitehead
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The first aid boxes are located at:

PARISH OFF|CGHATION BUSINESS CENTRE, STATION ROAD
COMMUNITY CENTRECREATION CLOSE

GROUNDMANS SHEIVILLA PARK SPORTSGROUND
SPORTEBAVILIONVILLA PARK SPORTSGROUND

COUNCIVAN

arwdE

All accidents are to be reported and entered in the accident book, which is located in:
ACCIDENT BOOKS LOCATED IN THERHCE AT THE COMMUNITY CENTRE & PARISH OFFICE

All accidents or near misses Wil investigated and remedial actions identified this will prevent
reoccurrence of the same or similar incidents. The level of investigation will depend upon the
seriousness of the accident.

The person responsible for investigation of accidents or near misses is:

STEVEN SINGLETON
CLERK TO THE COUNCIL

6.12REPORTING OF INJURIES DISEASES AND DANGEROUS OCCURENCES (RIDDOR) REGULA

Under these regulations specific wagtated accidents, diseases, and dangerous occurrences must be
reported to the Enforcing Authorities. The method of reporting isufihahe Incident Contact Centre
(1IcQ).

Although there is a comprehensive list of reportable situations within the regulations the main
incidents that must be reported are:

- Fatalities; these must be report as soon as possible by the quickest metissibfe, usually
by telephone.

- Major injuries such as brokéones and back injuries etc.

- Injuries that causes the employee to be away from his/her normal work activity for more than
seven days incapacitation (not counting the day on which the accidepemeqh)
incapacitation means that the worker is absent or is unable to do work that they would
reasonable be expected to @g part of their normal work.

- Any incident that leads to a member of the public beikgnao hospital by any means

- Diseases

- Dangerais Occurrences

The Council only has report injuries that lead to member of stafbeing incapacitated for more

than seven consecutive days as the result of an occupational accident or injury (not counting the day
of the accident but including weekésiand rest days). The report must be made within 15 days of the
accident.
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The person responsible for reporting incidents is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

The Councinust still keep a record of the accident if thember of stafhas been incapacitated for
more than three consecutive gs. The Counaihust keep an accident book under the Social Security
(Claims and Payments) Regulations 1979, that record can be teesadexecord for the purposes of
RIDDOR.

The record must include information such as:

- The name and occupation of the injured person or those involved in the incident.
- The status of the injured person (eloyee or visitor/contractor).

- The location ofhe incident.

- A brief description of the incident or disease.

- The date, time and method of reporting.

Incidents and diseases can be reported by the following methods:

Online

Go towww.hse.gov.uk/riddoand complete the appropriate online report form.

The form will then be submitted directly to the RIDDOR datalbaseperson completing the online
form will receive a copy faheirrecords.

Telephone
All incidents can be reported online but a telephone service remains for reporting fatal and major

injuries only. Call the Incident Contact Centre on 0845 300 9923 (opening hours Monday to Friday 8.30
am to 5 pm).

6.13FIRE SAFETY

Unde the Regulatory Reform (Fire Safety) Order 2005 and the Management of Health and Safety at
Work Regulations 1999 employers are required to undertake a specific risk assessment of the risks
posed by fire within their businesses undertaking.

A specific fire risk assessmémt the Community CentreCouncil Office and Sports Paviliah be
undertaken and the findings implemented.

The fire risk assessment will be reviewegdry three yearor if there is any significant change in the
circumstances.

The fire evacuatiofor the Community Centreill be practiced at least twice annually but not in the
same six months.

The alarm systerior the Community Centreill be tested weekly
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The person responsible for carrying out the evacuation practice and tests then recording the results is:

JOANNE PLUMMER
COMMUNITY MANAGER

The fire marshals are:
Daniel Arthur
Barbara Arthur

David Brownridge
Richard Beech

Julie Galligan

Dilys Gardeer

Stefan Eatoflves
Joanne Plummer
Philip Whitehead

The assembly point is situated at:
CAR PARK AT THE FRONT OF THE CENTRE

All fire extinguishers are inspected by a competent person annually and must be replaced when
discharged.

The competent person for fire extinguisher inspection is:

Chubb Fires & Security Ltd
Unit J, Sheffield Business Park,
Europa Link,

Tinsley,

Sheffield S9 1XU

Telephone 0844 8791770

The emergency lighting will be tested monthly and any defects found reported and repaired.

Chubb Fires & Security Ltd
Unit J, Sheffield Business Park,
Europa Link,

Tinsley,

Sheffield S9 1XU

Telephone 0844 8791770

Thecompetent person responsible for emergency lightsng

Chubb Fires & Security Ltd
Unit J, Sheffield Business Park,
Europa Link,
Tinsley,
Sheffield S9 1XU
Telephone 0844 8791770
Pagel07of 217



6.13.1Flammable Liquids

All flammable liquids will be stored safely, Flammable liquids will be kept in a flameproof locker and
employees will return them to the locker after use.

Emergency exits and evacuation routes will be kept clear at all timehackkd at regular intervals
during the shift

The person responsible is:

THESENIOR MEMBER STAFF ON DUTY

TheEvacuationPlan will also include a procedure for the removal of visitors and contractors.
A roll call will be carried out to ensutet all people are present.

The roll calls coordinatas.

THESENIOR MEMBER STAFF ON DUTY

TheFire Procedurés as follows:

If you discover a fire:

Raise the alarm by the recognised method.

Only tackle the fire if trained to do so, with the equipment provided, ensuring your exit is clear
at all times and without taking personal risks.

Call the Fire Brigade Immediately by telephone.

Give the operator the contact telephone number.

When spaking to the Fire Brigade provide the following information:

- We have a fire aspecify building e.g. Clowne Community Certnel) givethe operator the
full address; Recreation Close, Clowne S43 4PL

- Do not replace the receiver until the Fire Brigade has repeated the address.

- Call the Fire Brigade immediately to every fire or on suspicion of a fire.

Uponhearing the recognised alarm:
- Evacuate the building by the nearest available emergency exit.
- Move towards the fire assembly point and report for roll call.
- The fire roll call coordinator will inform the fire service of any missing persons.
- Do not stop to collect personal belongings.
- Do not reenter the building until the Senior Fire Officer infs you it is safe to do so.
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6.14WASTE MANAGEMENT

CKS 9YGANRYYSYyGlt tNRGSOGAZ2Y ! O4 wmdopdpn LI FOSa |
is disposed of correctly.

The duty has 5 aspects:
- To prevent the keeping, treatment or disposal of waste without a licence.
- To prevent the escape ofaste
- To transfer waste only to an authorised person.
- To ensure that there is clear labelling and information of the waste
- To retain documentary evidence.

To enable the premises to carry out this duty a written system and procedures for the identifica
segregation, and disposal of waste is in place.

The person responsible for the development and implementation of this system of waste management
is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

There are two categories of waste produced byGobend; domestic waste and special/controlled
waste.

Domestic waste will be collected and disposed d@héyollowingproperly licensed and authorised
waste disposal agencies

BOLSOVEBRISTRICT COUNCIL
Special/Controlled waste will be collected and disposed of by:

DERBYSHIRBUNTY COUNMEOLSOVERISTRICT COUN&ERUBLIC HYGIENE SERVITBAS
APPROPRIATE

Records of waste transfer will be kept in the Pabifftte and a receipt must be obtained from the
disposal agency on collection of the waste.

The waste management system will be audited and reviewed annually to ensure that the system works
and is being adhered to.

The system will be audited by:

STEEN SINGLETON
THE CLERK TO THE COUNCIL
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6.15NOISE EXPOSURE

The Control of Noise at Work Regulations 2005 reqthiee€ouncito monitor noise levels within the
workplace.This is to ensure that aftaffand any contractors or visitors are not exposed to noise levels
likely to cause short or lortgrm hearing damage.

The current noise exposure levels are set as follows:

The Lower Exposure Acton Values are:
- A daily or weekly exposure level of 80dB(A)
- A peak sound pressure level of 135dB(C)

The Upper Exposure Action Values are:
- A daily or weekly exposure level of 85dB(A)
- A peak sound pressure level of 137dB(C)

The Exposure Limit Values are:
- A dailyor weekly exposure level of 87dB(A)
- A peak sound pressure level of 140dB(C)

The Exposure Limit Value will take into account the effectiveness of any hearing protection that is
provided and worn.

Toensure thamnoise levels are maintained the lowest levels possible the Counwill ensure that a
suitable and sufficient risk assessment is carried ostthe policy of th€ouncil to use equipment
with low noise emission levels or to provide covers, enclosures or sound damping equipment to
reducethe amount of noise in our business premises and actiwees possible

Personal protective equipment such as earplugs and ear defenilldos wrovided if requiredThis
personal protective equipment will be suitably assessed and meet the reBwastt and European
standards.

The actions implemented will follow the hierarchy below:

- At the Lower Exposure Action Level hearing protection will be providestatfand visitors
will be advised to wear the hearing protection.

- At or above the Upper Exposure Action Level hearing protection will be providedtaif all
and visitors. In areas where the noise levels are above 85 dB(A) it will be mandaiafy for
and visitors to wear the hearing protection.

Stafffound to be in breach this rule will be subject to disciplinary action.

- Visitors refusing to wear the hearing protection will not be allowed in the area. Signs will be

placed to warn staff and visitors thiey are enteing a hearing protection zone.

Health Surveillance programmes will be put in place where neceSsafthat are regularly exposed
to noise levels above the Upper Exposure Action Level will be expected to attend audiometric testing.
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The person responsible for carrying out and reviewing the noise risk assessments is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

6.16VIBRATION EXPOSURE

The Control of Vibration at Work Regulati@f85 requires th&€ouncil to take measures to protect
stafffrom the effects of exposure to vibration in the workplace. The vibration can be as a result of the
use of work equipment in use or the process itself. There are two particular subject areas that require
consideraipn; these are vibration exposure to the hand and arms or vibration exposure to the whole

body.

To ensure that th€ouncil complies with these regulations we will ensure that:

We consider vibration exposure when we are carrying out specific risksasmds for the use

of particular pieces of work equipment. This is particularly important wstaéiare using
handheldtools or are carrying out plant driving activities.

When we consider that the levels of vibration exposure are fairly high and there is a possibility
that the levels of vibration are likely to cause logrgn health problems. Then we will call on
the services of a competent body to carry out a survey. dhdts of the survey will enable us

to determine whether we are within the Exposure Action Value of 2.5 m/s? A(8).We must also
consider whether the Exposure Action Limit is being exceeded this is currently set at 5 m/s?
A(8). If the results show that thienit is being exceeded, then we must take immediate action
to reduce the level exposure.

In order to control the level of risk from vibration we will consider as far as reasonably
practicable the following:

The equipment we purchase in order to ensure that vibration exposure is suppressed to low
levels.

We will ensure that all our equipmeistwell maintained and/or replaced as and when
required.

We will reduce the length of time thataffare likely to use the equipment by eliminating the
need to use the equipment or by job rotation.

We will providestaff with sufficient information andhstruction to raise their awareness of the
exposure health risks. Typical information provided will be the recognition of the effects of
hand arm vibration and vibration white finger.

We will provide personal protective equipment and emphasise the imprtaf maintaining
KSIHG Ay (GKS 062RéeQa SEIGNBYAGASEAOD

Staffmust immediately inform their line managerany symptoms that they feel they are suffering as
a result of vibration exposure.

The symptoms may be:

Tingling of the hands and fingers.

Joint pans and numbness.

Back pain after driving activities.

Whitening of the fingers especially during cold weather.
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- Staffidentified as being regularly exposed to vibration may be requested to enter into a health
surveillance programmd his programme will enable the Council to monitostaéf and
ensure thatcontrol measures are working effectively.

The person respondidfor ensuring a vibration risk assessment is carried out is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

6.17STRESS

TheCouncil recognises thatork-relatedstress can cause ill heatthstaffand will put controls in
place tohelp prevent sess. However, th€ouncil cannot be held responsible for stress caused by
outside sources such as financial or domestic problems.

Because stress does not affects#diffin the same way and that one person may find a job stressful
whenanother does not, it is difficult to assess the risk tetaff. Thereforestaff must ensure that
they report any undue stress that they may feel from different work activities

Stressful situations can be reported in confidence to:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

Stress counselling will be providédonsideredhecessary bgontacting

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

6.18VIOLENCE & AGGRESSION

Violence and aggression in the workplaceunacceptable but is @ecognised hazardherefore,to
reduce the risk tataffa specific risk assessment will be carried out and reviewed as and when
required but at least annually.

The assessment will:
- Recognise the risk from violence.
- Give commitment to reducing the risks.
- State who is responsible for doing what.
- Provide an explanation of what is expected from indivicheghbers of staff
- Provide support fostaffwho may have been assaulted or suffered verbal abuse.

Training irthe prevention and management of violence and aggression will be prdyded Council
where it is considered necessary.

The policy, risk assessments and procedures will be reviewed annually or if there is any significant
change.
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6.19PREGNANCY

It is important to theCouncil that the hedit, safety and welfare of all gsaffare safeguarded. The
Council recognises itesponsibilities under the Management of Health and Safety Regulati®@s 19
Regulation 16.

If anystaff memberis aware that they arpregnant they musinform the Clerk to the Counei$ soon
as is necessaty avoid any unnecessary risk$is can bdoneverbally but must be followed up by a
written confirmation from ther SY 6 SNJ dctord (G I FF QA

The Clerk tohe Counciill carry out an individual specific risk assessment of the work that th
member of staftindertakedo determine any risks to her and her unborn baby that may arise from
the work activities.

The person responsible for ensuring that tis& assessment is carried out is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

Where the risks are significant then assistance or alternative employment will be provided.

Pregnantmembers of staffnust not:
- Carry out manual handling tasks (Lifting and Carrying).
- Use or come into contact with any hazardous substances.
- Work at heght (stand on stepladders, step wgis.).

Pregnantmembers of staffnust.
- Work to the controls put in place by the risk assessment.
- Inform the Clerk to the Coundaif any problems or changes that may occur during their
pregnancy so that the risk assessment can be reviewed.

To maintain a safe working environment for any pregnaatnbers of stafl suitable rest area will be
provided for them to rest if required.

6.20YOUNG PERSONS

The Management of Health and Safety at Work Regulations 1999 Regulation 19 defines a young
person as someone who is over the legal school leaving age of 16 years but has not reached the age o
18 years.

Furtherconsideration should be given to young people who are placed within the working
SYP@ANRYYSY (19 BLYS NR 2WDS Q @

TheCouncil will do all that is reasonably practicable to ensure students or children on placements are
not placed in a working environmenhere there are significant risks to their health and safety.

Due to of their lack of experience, maturity and lack of awareness it is essential that they are
supervised at all times until they gain the required experience, maturity and awarenessiskgh
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The person responsible for ensuring that the risk assessment of the young person is carried out is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

Any young person will be provided with all the information; instruction, training and supervision they
require. They will also be provided with a mentor (respongilelmber of staff, who has accepted the
responsibility of overseeing the young person.
Young persons will not be allowed:

- To carry out work that is beyond their mental and physical capability.

- To be exposed to substances that are toxic or carcinogenic.

- To carry out tasks that can involve risks be assumed is beyond their recognition.

- Tobe exposed to extremes of heat, cold, noise and vibration.
The young person must

- Carry out all reasonable instructions given to them by their mentor.

- Refrain from horseplay or practical jokes.

- Report any thing that they feel unsure or unsafe about

6.21WORKING AT HEIGHT

The Working at Height Regulat#2005 (as amended) requires the Counationsider a number of
key elements prior to carrying out any work that involves climbing from floor level.

The Council ilequired to suitably and sufficiently assess the risks involved in working at height.
This will involve consideration of the following key factors:

- Is there a specific need to work at height or can the operation or task be carried out without
working at height?

- Is the equipment we provide suitable for the task involved and doegvit @dlise of access to
the working area?

- Is the equipment used to access the work area maintained?

- Aremembers of staffuitably trained to carry out the task and is their level of fithess
acceptable?

- Ifmembers of stafére required to access sucks at height, then we must take into account
the surface of sufficient strength to support the persons involved.

- The height involved must also be taken into account, as well as should a fall occur what is the
member of staffikely to fall on or intoA secondary means of supporting thembers of staff
should he/she fall must be provided for the higher access tasks.
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- If the task requires employees to work outside, then the weather conditions must be taken into
account. If the weather conditions ardwerse and likely to threaten the safety of our
employees, then the task will be postponed until such time when it is safe to proceed.

The Councilill carry out a risk assessment, taking into account the factors indicated above. If the
work is beyond wét we consider acceptable then we will call on the services of a specialist contractor
to make the work zone easily accessible to our employees.

The person responsible for carrying out the working at height assessments is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

6.22TRANSPORT

The road transport safety sfaffis veryimportant to theCouncil. To ensure that vehicles ataffare
safe at all times th€ouncilwill carry out risk assessments to ensure that the correct controls and
safeguards are put in place.

The person responsible for ensuring that the risk assessment is carried out; is:

DAVID BROWNRIDGE
COMMUNITY ENVIRONMENT SUPERVISOR

- Only authoriseagnembers of stafvill be allowed to driv€ouncilehicles.

- All drivers will hold a UK driving license or a licence under the European Community or
European Economic Area.

- If required, the driver must undergo a thorough medical examinatioheyesight test.

- All drivers must repoiimmediatelyany ill health which may impair their driving abilities, road
accidents and any fines and driving endorsements recévibe Clerk to the Councilhey
may then be removed from the authorised drivést

- All vehicles will have valid Road Fund Tax.

All vehicles will have valid fully comprehensive insurance for the extent of the vehicles use.

The Councilgehicle insurance provider is:
ZURICHMUNICIPAL PLC
- All vehicles will have a current MOT certificate if required.
- A competent garage will service all vehicles regularly.
- Staffresponsible for Counaithicles must fill in a weekly check sheet and report any defects
immediately.

The competent garage is:

Cross Garage, Station Road, Clog4@ 4JS
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- Privately owned vehicles may only be use€onncibusiness if covered by fully
comprehensive insurance with extra business or passenger cover dependent on the type of
vehicle
- Privately owned vehicles used for company business must have all the relevant documentation.
The rules and assessments wilrégewed annually or if any significant change takes place.

Mobile phones

It is an offence under the Road Traffic Act to use a handheld mobile phone whilst driving this includes
waiting at traffic lights and in traffic queues.

TheCouncil will noplace pressure oany membepf staffto use the phone whilst driving.

Therefore, the Counatinnot be held responsible for amember of staffvho is prosecuted for this
offence.

Before answering the phone, the driver must pull over and park in a safe place.

The use of call divert to voice mail is encouraged or the use of the answering machine.

The text message service is not to be used whilst driving.

Failure to comply witthis rule may lead to disciplinary action.

6.23TRAINING

The Council recognises dhsty to providestaffwith whatever training is required so that they can

carry out their job in a safe manner. This will ensure they are protected from hazards and that they do
not cause anyone to be harmed by their activities.

To ensure this is carried out the person bel@s been appointed to identify any training needs:

JOANNE PLUMMER
COMMUNITY CENTRE MANAGER

The type of training that will be provided is:

Induction training for all nemembers of staff
- Job specific training for all nemembers of stafér staffwho transfer to other roles.

- Health and safety training for allembers of stafthat have been given specific tasks in the
policy and to allow alhemto carry out their jobs safely.

- Extratraining and supervision will be provided for young people because of their laokkof
experience.
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- Training will either be provided in house where appropriate or by an accredited training
provider.

All training will be recorded and retained witletmember of staf® @ersonal fileand theywill sign to
confirm that they have received the training and understood it.

The person responsible for maintaining the training records is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL

Health and Safety Training should include:

Risk and CoSHH assessment training when applicable.

- Manual handling training as and when required.

- Use of Personal Protective Equipment (PPE) when issued.
- Use of Display Screen Equipment where necgssar

- Health and Safety awareness.

- Fire prevention and safe use of fire equipment.

- Any other training that may be relevant to their tasks or health and safety.

6.24ENGLISH AS A SECOND LANGUAGE

The Health and Safety at Watc. Act 1974 and The Management of Health and Safety at Work
Regulations 1999 requitee Councito providestaff with understandable and relevant information on
risks to their health and safety and on precautions to take to avoid those risks. Information shall be
provided in a way that takes account of any language difficulties or disabilities.

It will be providedn a form that is most suitable in the circumstances, as long as it can be understood
by everyone.

Forstaffwith little or no understanding of spoken or written English, we will make special
arrangements.

The person responsible for ensuring that erngpks with little understanding of English are given
suitable information, instructions, training and supervision is:

STEVEN SINGLETON
THE CLERK TO THE COUNCIL
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6.24.1Site Work

The Council alsecognissthat at some work locatiorstaff may be working alongside people for
whom English is not their main language. We recognise that such circumstances can create significant
additional safety issues.

Mitigating these issues is a shared responsibilitiving;

- The person responsible for the sitekingcontractors etc. aware that there may be language
issues within the site/premises,

- Contractors ensuring that their operatives recognise the need not to rely on spoken/written
English as being wholly ettive (A shouted warning may not be understood). Operatives must
be aware of the need to pause their work if someone approaches them and to guide them
away from any hazards.

- As far as is reasonably practicable, as a contractor, we will endeavour totasalsigns to
indicate safety issues associated with our work.

7. GENERAL GUIDELINESSH@GRF

- Staffmust not commit or allow to be committed any act which may result in potential danger
in any way.

- Staffmust attend as requested any training course, meeting etc, designed to further the
interests of health and safety.

- Staffmust observe all laid down procedures concerning work activities, equipment, materials
and substances.

- Staffmust ensuréheyunderstind the Health and Safety Policy and familighsenseleswith
safety information and instructions.

- Staffmust observe all safety rules on and afticilproperty.

- Staffmust comply with all written or verbal instructions givethtem to ensuretheir personal
safety and the safety of others.

- Staffmust conducthemselvesn an orderly manner at all times and not stray from responsible
behaviour.

- Staffmust dress with health and safetytbémselvesaand others in mind.

- Staffmust use the safety equinent and/or protective clothing provided.

- Staffmust avoid improvisation in any form, which may create a rigletosafety or the safety
of others.

- Staff musibbey the rules othe Council as contained in tin€€ontract of Employment.

- Staffmust notinvite visitors onto Council premises without permission fiteenClerk to the
Council, Deputy Clerk to the Council or Community Manager

- If at any timestaffare unsure about dutiehey havebeen asked to perform, thethey must
informtheir LineManager/Supervisoimmediately

- Cooperation is vital to ensure successful health and safety standards.

- Health and safety notices will be posted on notice boards from time taatohstaffmust
ensuretheyview this information.

- No alcohol or noimedical dugs are to be consumed during working ho&tafffound to be
under the effects of either will subject to disciplinary action.
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1. Introduction

This Policy Document encompasses all aspects of sesurigunding confidential Clowne Parish Council
AYF2NXYEFGAZ2Y 0 KSNBI Fi Sadd nN®SBE Sidtdidier to AllZoundil eniplyBes. YAl GodayilO A
employees must read this documentits entirety and sign the form confirming they have read and understand
this policy fully. This document will be isaved and updated by the Counmil an annual basis or when relevant

to include newly developed security standards into the policy andbditgrit all employes and contracts as
applicable.

2. Information Security Policy

The Counchandles sensitive cardholder information daily. Sensitive Information must have adequate safeguards
in place to protect them, to protect cardholder privacy, tourascompliance with various regulations and to
guard the future bthe organization.

The Councitommits to respecting the privacy of all its customers and to protecting any data abtarhers
from outside parties. To this end the Councitasmitted to maintaining a secure environment in which to
process cardholder information so that we can meet these promises.

Employees handling Sensitive cardholder data should ensure:

Handle Councédnd cardholder information in a manner that fits wtitleir sensitivity;

Limit personal usef Counciinformationt y R St SO2 YYdzy AOlI GA2y &d&daiSvya
with your job performance;

The Counciteserves the right to monitor, access, review, audit, copy, store, or delete any electronic
communications, equipment, systems and network traffic for any purpose;

Do not use gmail, internet and other Councikesources to engage in any action that is offensive,
threatening, discriminatory, defamatory, slanderous, pornographic, obscene, harasieuab

Do not disclose personnel information unless authorized,;

Protect sensitive cardholder information;

Keep passwords and accounts secure;

Request approval from management prior to establishing any new software or hardware, third party
connections, etc.;

Do not install unauthorized software or hardware, including modems and wireless access unless you have
explicit management approval;

Always leave desks clear of sensitive cardholder data and lock computer screens when unattended;
Information security incidents must be reported, without delay, to the individual responsible for incident
response locallg Please find out who this is.

Empbyees and Councilloesich have arespondibih (i @ T 2 NJ Sy & sighding ahd datd &re profedisf O A £ ¢
from unauthorized access and improper use. If you are unclear about any of the policies detailed herein you
should seek advice amggiidance from th&lerk to the Council
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3. Acceptable Use Policy
¢ KS / 2imeyitrs fofpdiblishing an Acceptable Use Policy are not to impssitiens that are contrary
02 (KS establilye®dultue &f openness, trand integrity. The Coundésicommitted to prdecting the
employees, Councilloend the Company from illegal or damaging actions by individutdsy &nowingly or
unknowingly. The Counuilll maintain an approved list of technologies and devices and personnel with access to
such deices as detailed in Appendix B.

Employees are responsible for exercising good judgment regarding the reasonableness of personal use.
Employees should ensure that they have appropriate credentials and are authenticated for the use of
technologies

Employes should take all necessary steps to prevent unauthorized access to confidential data which
includes card holder data.

Employees should ensure that technologies should be used and setup in acceptable network locations
Keep passwords secure and do not sheacounts.

Authorized users are responsible for the security of their passwords and accounts.

All PCs, laptops and workstations should be secured with a pagswitedted screensaver

with the automatic activation feature.

All POS and PIN entry devishsuld be appropriately protected and secured so they cannot be
tampered or altered.

Because information contained on portable computers is especially vulnerable, special care
should be exercised.

Postings by employees from a Company email address sgnawps should contain a

disclaimer stating that the opinions expressed are strictly thvairand not necessarily those

of the Councjlunless posting is the course of business duties.

Employees must use extreme caution when openintag attachmentseceived from

unknown senders, which may contain virusesiaél bombs, or Trojan horse code.

4. Disciplinary Action

Violation of the standards, policies and procedures presented in this document by an employee will result in
disciplinary action, from warnings or reprimands up to and including termination of employment. Claims of
ignorance, good intentions or using pgadgment will not be useds excuses for necompliance. Councillors
gAtft 0S NBFSNNBR (2 GKS /2dzyOAt Qa az2yAid2NRAYy3a hFFAC

5. Protect Stored Data

All sensitive cardholdatata stored and handled by the Couraild its employees must be securely
protected against unauthorized use at all times. Any sensitive cadhadtis no longer required by the
Counciffor business reasons must be discarded in a secure and irrecleveraibner.

If there is no specific need to see the full PAN (Permanent Account Number), it has to be masked when
displayed.

PAN'S which are not protected as stated above should not be sent to the outside network via end user
messaging technologies like thdCQ messenger etc.,

It is strictly prohibited to store:
The contents of the payment card magnetic stripe (track data) on any media whatsoever.

2. The CVV/CVC (il3e or 4-digit number on the signature panel on the reverse of the payment card) on
any media whatsoever.

3. The PIN or the encrypted PIN Block under any circumstance.
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6. Information Classification
Data and media containing data must alwaysabelled to indicate sensitivity level

Confidential datanight include information assets for which there are legal requirements for preventing
disclosure or financial penalties for disclosure, or datould cause severe damage to the Couhcil
disclosed or modified.

Confidential data includes cardholder data

Internal Use datanight include information that the data owner feels should be protected to prevent
unauthorized disclosure

Public datas information that may be freely dissentiez

7. Access t&nsitiveCardholderData

All Access to sensitive cardholder should be controlled and authorized. Any Job functions that require
access to cardholder data should be clearly defined

Any display of the card holder shouldrbstricted at a minimum of the first 6 and the last 4 digits of

the cardholder data.

I 00Saa NARIKGA (G2 LINAOATSISR dzaSNJ L5Qa aKz2dzZ R 0
responsibilities

Privileges should be assigned to individuals basgdb classification and function (Role based access
control)

I 00Saa G2 aSyardAiodS OFNRK2ftRSNIAYTF2NXYIFGA2Y &dzO
restricted to employees that have a legitimate need to view such information.

No other empbyees should have access to this confidential data unless they have a genuine business
need.

If cardholder data is shared with a Service ProvidepdBty) then a list of such Service Providers will be
maintained as detailed in Appendix B.

The Councilill ensure a written agreement that includes an acknowledgement is in place that the

Service Provider will be responsible for the for the cardholder data that the Service Provider possess.
The Councilvill ensure that a there is an established processdinad) proper due diligence is in place

before engaging with a Service provider.

The Councikill have a process in place to monitor the PCI DSS compliance status of the Service
provider.

8. Physical Security

Access to sensitive information in both hard and soft media format must be physically restricted to
prevent unauthorized individuals from obtaining sensitive data.

Employees are responsible for exercising good judgment regarding the reasonablenessnai pse.
Employees should ensure that they have appropriate credentials and are authenticated for the use of
technologies

Employees should take all necessary steps to prevent unauthorized access to confidential data which
includes card holder data.

Empbyees should ensure that technologies should be used and setup in acceptable network locations
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A list of devices that accept payment card data should be maintained.

The list should include make, model and location of the device

The list should have treerial number or a unique identifier of the device

The list should be updated when devices are added, removed or relocated

POS devices surfaces should be periodically inspected to detect tampering or substitution.

Personnel using the devices should béntd and aware of handling the POS devices

Personnel using the devices should verify the identity otlardsparty personnel claiming to repair or

run maintenance tasks on the devices, install new devices or replace devices.

Personnel using the devices should be trained to report suspicious behavior and indications of tampering
of the devices to the appropriate personnel.

I G@AaAG2NE Aad RSTAYSR Fa I @SYR2NE 3IdsSad r2F |y
the premises for a short duration, usually not more than one day.

Keep passwords secure and do not share accounts. Authorized users are responsible for the security of
their passwords and accounts.

Media is defined as any printed or handwritten papeceived faxes, floppy disks, bagk tapes,
computer hard drive, etc.

Media containing sensitive cardholder information must be handled and distributed in a secure manner
by trusted individuals.

Visitors must always be escorted by a trusted employesnvih areas that hold sensitive cardholder
information.

Procedures must be in place to help all personnel easily distinguish between employees and visitors,
SaLISOAFtte Ay FTNBFra ¢6KSNBE OF NRK2f RifdNdndRgariiime A & |
employees, temporary employees and personnel, agdalzt G yiad 6K2 | NBitesIABaAF
GOAAAG2NE A& RSTAYSR la || @SYyR2NE 3JdzSad 2F |y
the premises for a short duration, usually nadre than one day.

Network Jacks located in public and areas accessible to visitors must be disabled and enabled when
network access is explicitly authorized.

All POS and PIN entry devices should be appropriately protected and secured so they canmperbd tam

or altered.

Strict control is maintained over the external or internal distribution of any media containing card holder
data andmustbe approved by management

Strict control is maintained over the storage and accessibility of media

All computer thastore sensitive cardholder data must have a password protected screensaver enabled
to prevent unauthorized use.

9. Protect Data in Transit

All sensitive cardholder data must be protected securely if it is to be transported physically or
electronically.

Card holder data (PAN, track data etc.) must never be sent over the internet via email, instant chat or any
other end user technologies.

If there is a business justification to send cardholder data via email or via the internet or any other modes
then it should be done after authorization and by using a strong encryption mechanisqnAES.
encryption, PGP encryption, IPSEC, GSM, GRBI8s$\technologies etc.,).

The transportation of media containing sensitive cardholder data to anotheolooatist be authorized

by management, logged and inventoried before leaving the premises. Only secure courier services may
be used for the transportation of such media. The status of the shipment should be monitored until it has
been delivered to its newdation.
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10.Disposal of Stored Data

All data must be securely dispdsaf when no longer required by the Coun@bardless of the media or
application type on which it is stored.

An automatic process must exist to permanently deletérendata, whemo longer required.

All hard copies of cardholder data must be manually destroyed as when no longer required for valid and
justified business reasons.

A quarterly process must be in place to confirm that allelentronic cardholder data has been
appraoriately disposed of in a timely manner.

The Councilvill have procedures for the destruction of hardcopy (paper) materials. These will require that
all hardcopy materialse crosscut shredded, incinerated or pulped so they cannot be reconstructed.

The @uncilwill have documented procedures for the destruction of electronic media. These will require:
o All cardholder data on electronic media must be rendered unrecoverable when deleted e.g.
through degaussing or electronically wiped using military gradeesdeletion processes or
the physical destruction of theedia.
o If secure wipe programs are used, the process must define the industry accepted standards
followed for secure deletion.

All cardholder information awaiting destruction must be heldéhkable storage containers clearly

YFEN] SR a¢2 -acesqtdihsBeRodhfiRais must be restricted.

11.Security Awareness and Procedures

The policies and procedures outlined belowstriae incorporated into Coungifactice to maintain a
high level of security awareness.

The protection of sensitive data demands regular training of all employees and coniradtmiss:

Review handling procedures for sensitive information and hold periodic security awarengsgsmee
incorporate these procedures into day to day company practice.

Distribute this securitgolicy document to all Couneiinployees to read. It is required that all employees
confirm that they understand the content of this security policy documient signing an
acknowledgement form (see Appendix A)

All employees that handle sensitive information will undergo background checks (such as criminal and
credit record checks, within the limits of the local law) before they commaegesimployment withhie
Council

All third parties with access to credit card account numbers are contractually obligated to comply with
card association security standards (PCI/DSS).

Councikecurity policies must be reviewed annually and updated as needed.

12. NetworkSecurity

Firewalls must be implemented at each internet connection and any denelitarone and the internal
Councihetwork.

A network diagram detailing all the inbound andbound connections must be maintained and reviewed
every 6 months.

A firewall and router configuration document must be maintained which includes a documented list of
services, protocols and ports including a business justification.
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Firewall and routeconfigurations must restrict connections between untrusted networks and any systems
in the card holder data environment.

Stateful Firewall technology must be imptated where the Internet enters the 2 dzy” Cekdhe@vark to
mitigate known and ogoing threats. Firewalls must also be implemented to protect local network segments
and the IT resources that attach to those segments such as the business network, and open network.

All inbound and outbound traffic mue restricted to that which is required for the card holder data
environment.

All inbound network traffic is blocked by default, unless explicitly allowed and the restriotishbe
documented.

All outbound traffic has to be authorizedimgnagement (i.e. what are the whitelisted category of sites that
can be visited by the employees) and the restrictions have to be documented

The Councivill have firewalls between any wireless networks and the cardholder data environment.

The Counciill quarantine wireless users into a DMZ, where they will be authenticated and
firewalled as if they were coming in from the Internet.

Disclosure of private IP addresses to exakemtities must be authorized by the Clerk to the Council.

A topology of lie firewall environment has to be documented and has to be updated in accordance to the
changes in the network.

The firewall rules will be reviewed on a six months basis to ensure validity and the firewall has to have clean
up rule at the bottom of the fe base.

The Council wijuarantine wireless users into a DMZ, where they were authenticated and firewalled
as if they were coming in from the Internet.

No direct connections from Internet to cardholder data environment will be permittetta#ilt
has to traverse through a firewall.

Source IP | Destination
Rules IP Action

Pagel260f 217



13. System and Passwariblicy

All users, including contractors and vendolsivk | OOS & & siistemd] d¢edspdngibtizyo Otaking) &
the appropriate steps, as outlined below, toestland secure their passwords.

A system configuration standard must be developed along industry acceptable hardening standards (SANS,
NIST, ISO)

System configurations should be upethas new issues are identified (as defined in PCI DSS requirement
6.1)

System configurations must include common security parameter settings

The systems configuration standard should be applied to any news systems configured.

All vendor default accotsmand passwords for the systemsistbe changed at the time of prizioning the
aeaiSYkRS@A OS nétwork and dll Kirhecésfadzgetvicds @il user/system accounts have to be
disabled.

All unnecessary default accounts must be removed or dgdigfore installing a system on the
network.

Security parameter settings must me set appropriately on System components

All unnecessary functionality (scripts, drivers, features, subsystems, file systems, web servers etc.,)
must be removed.
All unnecesary services, protocols, daemons etc., should be disabled if not in use by the system.

Any insecure protocols, daemons, services in use must be documented and justified.

All users with access to card holder data must have a unique ID.

All user must use a password to access the company network or any other electronic resources

lff dzaSNJ L5Qa F2NJ GSNXYAYyIl ISR dzaSNRBR Ydzad 6S R
The User ID will be locked out if there are more than 5 unsuccatefupts. This locked account can only

be enabled by the system administrator. Locked out user accounts will be disabled for a minimum period of
30 minutes or until the administrator enables the account.

All system and user level passwords must be chamgedi least a quarterly basis.

A minimum password history of four must be implemented.

A unique password must be setup for new users and the users prompted to change the password on first
login.

Group shared or generic user account or password or atlkientication methods must not be used to
administer any system components.
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Where SNMP is used, the community strings must be defined as something other tBtamtterd
defaults of "public,” "private" and "system" and must be different from the padswsed to log in
interactively.

All norrconsole administrative access will use appropriate technologies likgoasttc. or strong
encryption is invoked before the administrator password is requested

System services and parameters will be confijtweprevent the use of insecure technologies like
telnet and other insecure remote login commands

Administrator access tweb-basedmanagement interfaces is encrypted using strong
cryptography.

The responsibility of selecting a password that is hard to guess generally falls to users.

A strong password must:

a) Be aslong as possible (never shorter than 6 characters).

b) Includemixedcase letters, if possible.

¢) Include digits and punctuation marks, if possible.

d) Not be based on any personal information.

e) Not be based on any dictionary word, in any language.
If an operating system without security features is used (such as DOSwé/ordviacOS), then an
intruder only needs temporary physical access to the console to insert a keyboard monitor program. If
the workstation is not physically secured, then an intruder can reboot even a secure operating system,
restart the workstation fronmis own media, and insert the offending program.

To protect against network analysis attacks, both the workstation and server should be cryptographically

secured. Examples of strong protocols are the encrypted Netware login and Kerberos.

14 Anti-Virus Policy

All machines must be configured to run the latest-gintis software as approved by the Council

Theanti-Virus softwares configured to retrieveéhe latest updates to the antiviral prograaatomatically on
a daily basis. The antivirus should hpegodic scanning enabled for all the systems.

The antivirus software in use should be cable of detecting all known types of maafiwmese (Viruses,
Trojans, adware, spyware, worms and rootkits)

All removable media (for example floppy and otherspkhbe scanned for viruses before being used.

All the logs generated from the antivirus solutiongst be retained as per legal/regulatory/contractual
requirements or at a minimum of PCI DSS requirement 10.7 of 3 months online and 1 year offline.

Master Installations of the Antivirus software should be setup for automatic updates and periodic scans
End sers must not be able to modify and any settings or alter the antivirus sof&maad with attachments
coming from suspicious or unknown sources should not be opened. All-suails @nd their attachments

should be deleted from the mail system as wefram the trash bin. No one should forward ampal, which
they suspect may contain virus.
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15.Patch Management Policy

All Workstations, servers, softwastem components etc. owned by theist have ugo-date system
security patches installed fotect the asset from known vulnerabilities.

Whereverpossible all systems, software must have automatic updates enabled for system patches released
from their respective vendors. Security patciesst be installed within one month of release from the
respective vendor and have to follow the process in accordance with change control process.

Any exceptions to this processistbe documented.

16.Remote Accedlicy

LG Aa GKS NBaLlR gmaplogeasf chniractors, Vendbrk &hd dgeritrye®dief acrass
LINA @A € S3Sa cdrgoraiie Kefvork t8 elagufd xhkit @hair remote access connection is given the
same consideration abe user's orsite connection to the Council.

Secure remote access must be strictly controlled. Control will be enforced by twaiatemticationsvia
onetime password authentication or public/private keys with stpagsphrases

+SYR2NJ I O02dzyia ¢ A indwolk ®ilDdBIG B enabRd diiriigSthe ftirdedagtiGditHe Q a
access is required and will be disabled or removed once access is no longer required.
Remote access connection will be setup to be disconnected automatically after 30 minutes of inactivity

A = 4 oA x

lff Kz2ata G§KIF G F NBint@ayhgtBotks BaRemit@ acdeds chhopgirg Wilkbe Q a
monitored on a regular basis.

All remote access accounts used by vendors or 3rd parties will be reconciled at regular interviews and the
accounts will b revoked if there is no further business justification.

+SYR2NJ I O02dzyia ¢ A inéwolk ®ilDdBIS Be enalfed dukirfg the tBndzgeoll thed a
access is required and will be disabled or removed once access is no longer required.

17 Vulnerabily Management Policy
All the vulnerabilities would be assigned a risk ranking such as High, Medium and Low based on industry
best practices such as CVSS base score

As part othe PCIDSS Compliance requirements, the Couwviltitun internal anaéxternal network
vulnerability scans at least quarterly and after any significant change in the network (such as new system
component installations, changes in network topology, firewall rule modifications, product upgrades).

Quarterly internal vulnerality scans must be performed by the Coubgilnternal staff or a 3rd party
vendor and the scan process has to include that rescans will be done until passing results are obtained, or
all High vulnerabilities as defined in PCI DSS Requirement 6.2 amdresolv

Quarterly external vulnerability scans must be performed by an Approved Scanning Vendor (ASV) qualified
o8 t/L {{/® {Olya O2yRdzOUGSR FFIFiSNI ySi¢g2N] OKIFIy3SsS
scan process should includeseans until pssing results are obtained.
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18.Configuratior8andards:

Information systems that process transmit, or store card holder data must be configured in accordance with
the applicable standard for that class of device or system. Standards must be writtenraatathby

the team responsible for the management of the system in conjunction with the Information Security

Office.

Allnetworkdevis O2 Yy FA 3 dzNI G A2y & Y degiiredsRritd&dsBefoie deing aBanl/ 2 dzy O
the network as specified in tie 2 dzy €nfiugation guide. Using this guide, a boilerplate configuration
has been created that will be applied to all network devices before being placed on the network.

Before being deployed into production, a system must be certified to meet theapplconfiguration
standard

Updates to network device operating system and/or configuration settings that fall under the Company
standards are announced by the Information security Office. Updates must be applied within the time
frame identified by thenfformation security Office.

Administrators of netwqr RS @A 0Sa G KI G R2 tandards BKdentiied viad préavios / 2
exception) must document and follow a review process of announced vendor updates to operating system
and/or configuraibn settings. This process must include a review schedule, risk analysis method and

update method.

All network device configurations must be checked annually against the configuration boilerplate to ensure
the configuration continues to meet required stands.

Where possible, network configuration management software will be used to automate the process of
confirming adherence to the boilerplate configuration.

For other devices an audit will be performed quarterly to compare the boilequafeuration to the
configuration currently in place.

All discrepancies will be evaluated and remediated by Network Administration.

19.ChangeXontrol Process

Changes to information resources shall be managed and executed according to a formal change control
process. The control process will ensure that changes proposed are reviewed, authorized, tested,
implemented, and released in a controlled manner; and that the status of each proposed change is
monitored.

The change control process shall be formally ddfarel documented. A change control process shall be in
place to control changes to all critical company information resources (such as hardware, software, system
documentation and operating procedures). This documented process shall include management
regponsibilities and procedures. Wherever practicable, operational and application change control
procedures should be integrated.

All change requests shall be logged whether approved or rejected on a standardized and central system.
The approval of all chge requests and the results thereof shall be documented. A documented audit trail,
maintained at a Business Unit Level, containing relevant information shall be maintained at all times.
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This should include change request documentation, change authomizatil the outcome of the change.
No single person should be able to effect changes to production information systems without the approval
of other authorized personnel.

A risk assessment shall be performed for all changes and dependent on the outconpgamassessment
should be performed.

The impact assessment shall include the potential effect on other information resources and potential cost
implications. The impact assessment should, where applicable consider compliance with legislative
requiremens and standards.

All change requests shall be prioritized in terms of benefits, urgency, effort required and potential impact
on operations.

Changes shall be tested in an isolated, controlled, and representative environment (where such an
environment isdasible) prior to implementation to minimize the effect on the relevant business process, to
assess its impact on operations and security and to verify that only intended and approved changes were
made.

Any software change and/or update shall be controliéd version control. Older versions shall be
retained in accordance with corporate retention and storage management policies.

All changes shall be approved prior to implementation. Approval of changes shall be based on formal
acceptance criteria i.e. trehange request was done by an authoriaedr;the impact assessment was
performed,and proposed changes were tested.

All users, significantly affected by a change, shall be notified of the change. The user representative shall
signoff on thechange. Users shall be required to make submissions and comment prior to the acceptance
of the change.

Implementation will only be undertaken after appropriate testing and approval by stakeholders. All major
changes shall be treated as new system impleaténmt and shall be established as a project. Major
changes will be classified according to effort required to develop and implement said changes.

Procedures for aborting and recovering from unsuccessful changes shall be documented. Should the
outcome of echange be different to the expected result (as identified in the testing of the change),
procedures and responsibilities shall be noted for the recovery and continuity of the affected areas. Fall
back procedures will be in place to ensure systemsasaat to what they were prior to implementation of
changes.

Information resources documentation shall be updated on the completion of each change and old
documentation shall be archived or disposed of as per the documentation and data repertitEs.

Specific procedures to ensure the proper control, authorization, and documentation of emergency changes
shall be in place. Specific parameters will be defined as a standard for classifying changes as Emergency
changes.

All changes will be monitd once they have been rolledit to the production environment. Deviations
from design specifications and test results will be documented and escalated to the solution owner for
ratification.
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20.Audit and Logreview

This procedure covers all logssnerated for systems within the cardholder data environment, baseldeon t
Fit26 2F OF NRK2 RS Natwark, in¢ludigg@ng tellowiirig SompoRedtg: OA £ Q &

Operating System Logs (Event Logs and su logs).
Database Audit Logs.

Firewalls & Network Steh Logs.

IDS Logs.

Antivirus Logs.

CCTWideo recordings.

File integrity monitoring system logs.

Audit Logs must be maintained for a minimum of 3 months online (available for immediate analysis) and 12
months offline.

Review of logsito be carried ouby means of the Coun@ila  y S 6 2 NJ Y 2whighlistdndkoyfed a & & (-
FNRY (KSnetiwakdzy OA f Q&

TheClerk to the Council and the Deputy Cldthe only people permitted to access log files.

The/ 2 dzy r@twérkndonitoring system softwaie configured to aleto any conditions deemed to be
potentially suspicious, for further investigation. Alerts are configured to:

A dashboard browsdrased interfacenonitored by theClerk to the Council.

Email / SMS alertstof SNJ (2 riakbSx witrRadayim@ry 6f héincident. Th€lerk to the Coundillso
receives details of email alerts for informational purposes.

The following Operating System Events are configurdddging, and are monitored:

a) Any additions, modifications or deletions of user accounts.
b) Any failed or unauthorized attempt at user logon.
¢) Any modification to system files.
d) Any access to the server, or application running on the server, includinddild®ld cardholder
data.
e) Actions taken by any individual with root or administrative privileges.
f) Any user access to audit trails.
g) Any creation / deletion of systetavel objects installed by Windows. (Almost all sysdeaml objects
run with adminigtator privileges, and some can be abused to gain administrator access to a system.)

The following Database System Events are configured for logging, and are monitoretd Bydi @ work &
monitoring system:

a) Any failed user access attempts to log in to the Oracle database.

b) Any login that has been added or removed as a database uselatabase.
c) Any login that has been added or removed from a role.

d) Any database role that has been added or removed from a database.
e) Any password that has been changed for an application role.

f) Any database that has been created, altered, or dropped.

g) Any database object, such as a schema, that has been connected to.
h) Actions taken by any individual with DBA privileges.
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The following Firewall Events are configured for logging, and are monitored/bytlzy” i@éwéndéonitoring
system

a) ACL violations.

b) Invalid user authentication attempts.

¢) Logon and actions taken by any individual using privileged accounts.

d) Configuraibn changes made to the firewall (e.g. policies disabled, added, deleted, or modified).

The following Switch Events are to be configured for logging and monitored/b\2tikzy” i@ twonQ a
monitoring system

a) Invalid user authentication attempts.
b) Logon ad actions taken by any individual using privileged accounts.
¢) Configuration changes made to the switch (e.g. configuration disabled, added, deleted, or modified).

The following Intrusion Detection Events are to be configured for logging, and are monitored % ts” OA f Q a
network monitoring system

a) Any vulnerabilit listed in the Common Vulnerability Entry (CVE) database.
b) Any generic attack(s) not listed in CVE.

c) Any known denial of service attack(s).

d) Any traffic patterns that indicated pigtack reconnaissance occurred.

e) Any attempts to exploit securitglatedconfiguration errors.

f) Any authentication failure(s) that might indicate an attack.

g) Any traffic to or from a baettoor program.

h) Any traffic typical of known stealth attacks.

The following File Integrity Events are to be configured for lgggid monitoredd & § KS net@aky OA f Qa
monitoring system:

a) Any modification to system files.
b) Actions taken by any individual with Administrative privileges.
c) Any user access to audit trails.
d) Any Creation / Deletion of systdavel objects installed by ows. (Almost all systelavel objects
run with administrator privileges, and some can be abused to gain administrator access to a system.)

For any suspicious event confirmed, the following must be recordedGriog Review Form, and tliderk to
the Counciinformed:

a) User Identification.

b) Event Type.

c) Date & Time.

d) Success or Failure indication.

e) Event Origination (e.g. IP address).

f) Reference to the data, system component or resource affected.

21.Secure ApplicatioBevelopment
¢tKS {SOdzNB ! LI AOFGA2Yy RS@OSt2LISyid LRtAOe Aa | LX I
the software development lifecycle (SDLC) to ensure software security. This policy aims to be language and
platform independent so that it is applicable across all software development projects
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The adherence to and use of Secure Application Development Coding Policy is a reqforeatiesaftware
development on Counditformation technology systems and trusismhtractor sites processing the Company
data.

Each phase of the SDLC is mapped with security activities, as explained below:
a) Design

Identify Design Requirements from security perspective
Architecture & Design Reviews
Threat Modelling

I D

O
~

Coding

CodingBest Practices
Perform Static Analysis

> >

c) Testing

A Vulnerability Assessment
A Fuzzing

d) Deployment

A Server Configuration Review
A Network Configuration Review

Development of code shall be checked and validatédivi G KS Y2 aild OdzZNNByY TodidS NR A 2
Standards for Secure Application Development. All code developers shall verify that thisifaitmeingthe
most recent and approved coding standards and guidelines.

Only validate®2 RS & KF ff 0SS A YLI $rodhigfich&iRiroamerndt. A retiévand/vaidod A £ Q 3
ensurethat code exhibits fundamental security properties to include correctness, predictability, and attack
tolerance.

Application Code Developers shall:

Ensurecode meets the level of confidence that software is free from exploitable code vulnerabilities,
regardless of whether they are already designed into the software or inserted later in its life cycle.
Ensure code provides predictable execution or juskfiabnfidence and that the software, when
executed, will provide security functionality as intended.

Coding techniques must address injection flaws particularly SQL injection, buffer overflow
vulnerabilities, cross site scripting vulnerabilities, imprageess control (insecure direct object
reference, failure to restrict URL access, directory traversal etc.,), cross site request forgery (CSRF),
broken authentication and session management

Never trust incoming data to the system, apply checks to thés dat

Never rely on the client to store sensitive data no matter how trivial.

Disable Error messages that return any information to the user.

Use object inheritance, encapsulation, and polymorphism wherever possible.

Use environment variables prudentlydasiways check boundaries and buffers.

Applications must validate input to ensure it is ¥k@ined and meaningful.
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22 PenetrationTestingMethodology

In this section should be listed the risks inherent in conducting penetration tesénghe information systems
of the CouncilAdditionally, it should be noted for each mitigation measures that will be taken. Examples might
be:

Example 1
Risk: Deniaf Service in systems or network devices because of the network scans.

Mitigation measure 1: network scans must be performed in a controlled manner.

The start and end of the scan must be notified to responsible personnel to allow monitoringtelstiimgy For
any sign of trouble will abort the scan in progress.

Mitigation measure 2: scanning tools must be configured to guarantee that the volume of sent packets or sessions
established per minute does not cause a problem for network elements.

In this sense, we must perform the first scans in a very controlled way and a use minimum configuration that may
be expanded when is evident that the configuration is not dangerous for network devices or servers in the
organization.

Key staff involved itihe project by the Counailill be listed:

Steven Singleton
Kerry Carless
Joanne Plummer
IDT Ltd

External intrusion tests will be performed remotely from the supplieemises. Internahtrusion testswill be
conducted in the Parish office ti@gouncil

The approved\udit teammusthave access th K S/ 2hdimyotk AltfmOsi manage access permissions to the
building early enough to ensure that the audit team can access without problems during planning period.

All the tests will beonducted from the equipment owned by the audit team so no equipment for the execution
of the tests is required. The only requirement in this regard will be to have an active network connection for
each member of the audit team. Those connections musige@ccess to the target network segment in

every case.

If an incident occurs during the execution of the tests that have an impact on the systems or services of the
organization, the incident should be brought immediately to the attention of those reifg®ifor incident
management in the project

It should be noted that in order to comply with PCI DSS the scope of the test should include, at least the
following:

All systems and applications that are part of the perimeter of the cardholder data ersmocand (CDE).
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Example:

a) Systems included in the scope
System 1: IP: System: System Description
System 2: IP: System: System Description
Wi-Fi network of the Council

b) Applications included in the scope
Application 1: URL: Description of the application

c) Systems excluded from the scope
System 5: IP: System: System Description
System 6: IP: System: System Description

d) Applications excluded from the scope
Application 3: URL: Description of the application

Technical tests must follow the OSSTMM methodology. Tests muwmtdigcted at network, system and
application level and must ensure that at least identifies any vulnerabilities documented by OWASP and SANS,
as well as those identified in the PCI DSS standard v3:

1. Injectiors: Code, SQL, OS commands, | RR&thetc.

2. Buffer overflows.

3. Insecure storage of cryptographic keys

4. Insecure Communications

5. Improper error handling

6. Crosssite scripting (XSS)

7. Control of inappropriate access.

8. Cross site request forgery (CSRF).

9. Broken authentication and incorrectly sesgisanagement.

10. Any other vulnerability considered High Risk by the organization

For all findings or vulnerabilities identified during the tests carried out will be generated and documented
sufficient evidence to prove the existence of the same. The forhtae @vidence can be variable in each case,
screen capture, raw output of security tools, photographs, paper documents, etc.

As a result of tests performed should generate a document containing at least the following sections:

Introduction

Executive Summary

Methodology

Identified vulnerabilities

Recommendations for correcting vulnerabilities
Conclusions

Evidence

NoohkwdpE
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23.Incident Response Plan

'Security incident' means any incident (accidental, intentional or deliberate) relating to your
communications or information processing systems.

The attacker could be a malicious stranger, a competitor, or a disgruntled employee, and their intention
might be to steal information or money, or just to damage your company.

The Incident response planustbe tested once annually. Copies of this incident response plan is to be
made available to all relevant stafembers andake steps to ensure that they derstand it and what is
expected of them.

Employees of the company will be expected to report to the security officer for any security related issues.

¢ KS | 2R&/sEchrity Maide response plan is as follows:

1. The Community Centmaust report an inident to the ClerKpreferably) or to another member of the
PCI Response Team.

2. That member of the team receiving the report will advise the PCI Response Team of the incident.

3. The PCI Response Team will investitjgténcident and assist the potentially compromised
department in limiting the exposure of cardholder data and in mitigating the risks associated with
the incident.

4. The PCI Response Team will resolve the problem to the satisfaction of all parties,imaiwdidg
reporting the incident and findings to the appropriate parties (credit card associations, credit card
processors, etc.) as necessary.

5. The PCI Response Team will determine if policies and processes need to be updated to avoid a similar

incidentin the future, and whether additional safeguards are required in the environment where the
incident occurred, or for the institution.

6. If an unauthorized wireless access point or devices is identified or detected as part of the quarterly test

this isshould be immediately escalated to the Security officer or someone with similar privileges who
has the authority to stop, cease, shut down, and remove the offending device immediately.

7. A department that reasonably believes it may have an account breachyreach of cardholder
information or of systems related to the PCIBI®RiY YSyY 4G Ay 3ISYySNI f IPCydza i
Incident Response Team. After being notified of a compromise, the PCI Response Team, along with
other designated staff, will implemethe PCI Incident Response Plan to assist and augment
RSLINLYSyGdaQ NBaLRyasS LXlyao

¢ KS / 2PR/BCukity Ifcient Response Team

Clerk to the Council
Deputy Clerk to the Council
Community Centre Manager

Incident Responsiotification
Escalation Members
Joanne Plummer

Kerry Carless

Daniel Arthur

David Brownridge

Escalatiort First Level
Joanne Plummer
Kerry Carless

Pagel37of 217



Escalatiorr Second Level
Steven Singleton
Chair of the Council

External Contacts (as needed)

Merchant Provider Card

IDT Ltd

Internet Service Provider (if applicable)

Internet Service Provider of Intruder (if applicable) Communication
Carriers (local and long distance)

Insurance Carrier

Police (if applicable)

In response to a systems compromise, the PCl Response Team and designees will:

1. Ensure compromised system/s is isolated on/from the network.

2. Gather, review and analyze the logs and related information from various central and local
safeguards and security controls

3. Conduct appropriate forensic analysis of compromised system.

4. Contactinternal and external departments and entities as appropriate.

5. Make forensic and log analysis available to appropriate law enforcement or card industry security
personnel, as required.

6. Assist law enforcement and card industry security personnel intigatbge processes, including in
prosecutions.

The card companies have individually specific requirements the Response Team must address in reporting
suspected or confirmed breaches of cardholder data.

Incident Response notifications to various card schemes

1. Inthe event of a suspected security &ch, alert the information security officer or your line manager
immediately.

2. The security officer will carry out an initial investigation of the suspected security breach.

3. Upon confirmation that a security breach has occurred, the security officer will alert management and
begin informing all relevant parties that may be affedtgdhe compromise.

VISA Steps
If the data security compromise involves credit card account numbers, implement the following procedure:

Shut down any systems or processes involved in the breach to lireittdr® andprevent further

exposure.

Alert all affected parties and authorities such as the MerchantBanki K S/ 2 dfifadFkalidQa . | Y
Control, and the law enforcement.

Provide details of all compromised or potentially compromised card numbers to Visa Fraud Control
within 24 hrs.

For more Information visit:
http://usa.visa.com/business/accepting visa/ops risk management/cisp if compromised.html
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Visa Incident Report Template

This report must be provided to VISA within 14 days after initial report of incident to VISA. The following report
content and standards must be followed when completing the incident report. Incident report must be
securely distributed to VISAand Merchart y{ ® +*A &l gAff OfSaAMBFL [ KS NB

I. Executive Summary
a. Include overview of the incident
b. Include RISK Leyeligh, Medium, Low)
c. Determine if compromise has be@ontained
II. Background
lll. Initial Analysis
IV. Investigative Procedures
a. Include forensic tools used during investigation V.
Findings
a. Number of accounts at risk, identify those stores and compromised
b. Type of account information at risk
c. ldentify ALL systems analyzed. Include the following:
w Domain Name System (DNS) names
w Internet Protocol (IP) addresses
w Operating System (OS) version
w Function of system(s)
d. Identify ALL compromised systems. Include the following:
w DNS names
w |IP addresses
w OS version
w Function of System(s)
Timeframe of compromise
Any data exported by intruder
Establish how and source of compromise
Check all potential database locations to ensure that no CVV2, Track 1 or Track 2 data is stored
anywhere, whether encrypted or unencrypted (e.g., duplicate or backup tables or databases,
databases used indevelopmier A GF 3S 2NJ 6SadAy3a SYy@BANRYYSy
machines, etc.)
i. If applicable, review VisaNet endpoint security and determine risk
VI. Compromised Entity Action
VII. Recommendations
VIII. Contact(s) at entity and secudagsessor performing investigation

S@ ™o

*This classification applies to the most sensitive business information, which is intended for use
within VISA. Its unauthorized disclosure could seriously and adversely impact VISA, its employees,
member bankshusiness partners, and/or the Brand

MasterCard Steps:
1. Within 24 hours of an account compromise event, notify the MasterCard Compromised Account Team
via phone at $36-722-4100.
2. Provide a detailed written statement of fact about the account compromise (including the
contributing circumstances) via securethail to compromised_account_team@mastercard.com
3. Provide the MasterCard Merchant Fraud Control Department with a complete list of all known
compromised account numbers.
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4. Within 72 hours of knowledge of a suspected account compromise, engage the services of a data
security firm acceptable to MasterCard to assess the vulnerability of the compromised data and
related systems (such dstailed forensicevaluation).

5. Provideweekly written status reports to MasterCard, addressing open questions and issues until
the audit is complete to the satisfaction of MasterCard.

6. Promptly furnish updated lists of potential or known compromised account humbers, additional
documentation, ad other information that MasterCard may request.

7. Provide finding of all audits and investigations to the MasterCard Merchant Fraud Control department
within the required time frame and continue to address any outstanding exposure or recommendation
until resolved to the satisfaction of MasterCard.

Once MasterCard obtains the details of the account data compromise and the list of compromised account
numbers, MasterCard will;

1. ldentify the issuers of the accounts that were suspected to have been compromised and group all
known accounts under the respective parent member IDs.

2. Distribute the account number data to its respective issuers.

Employees of th€ouncilwill be expected to report to th€lerk to the Coundibr any security related
issues. The role of the security officer is to effectively communicate all security policies and procedures to
employees within th€ounciland contractors.

In addition to tlis, the security officer will oversee the scheduling of security training sessions, monitor and
enforce the security policies outlined in both this document and at the training sessions and finally, oversee
the implantation of the incident response plarttie event ¢ a sensitive data compromise.

Discover Card Steps

=

Within 24 hours of an account compromise event, notify Discover Fraud Prevention

2. Prepare a detailed written statement of fact about the account compromise including the contributing
circumstances

Prepare a list of all known compromised account numbers

4. Obtain additional specific requirements from Discover Card

w

AmericanExpress Steps

=

Within 24 hours of an account compromise event, notify American Express Merchant Services

2. Prepare a detailed written statement of fact about the account compromise including the contributing
circumstances

3. Prepare a list of all known compromised account numbers

Obtain additional specific ragements from American Express

24 Roles and Responsitids

The Clerk to the Coundaslresponsible for overseeing all aspects of information security, including but not
limited to:
Creating and distributing security policies and procedures.
Monitoring and analyzing security alerts aistributing information to appropriate information
security and business unit management personnel.
creating and distributing security incident response and escalation procedures that include:
Maintaining a formal security awareness program for all erapbthat provide multiple methods of
communicating awareness and educating employees (for example, posters, letters, meetings).
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The Information Technology Office (or equivalent) shall maintain daily administrative and technical
operational securitprocedures that are consistent with the F¥3S (for example, user account
maintenance procedures, and log review procedures).

System and Application Administrators shall:
- Monitor and analyses security alerts and information and distribute to appropeetennel
administer user accounts and manage authentication
Monitor and control all access to data.
Maintain a list of service providers.
Ensure there is a process for engaging service providers including proper due diligence prior to
engagement.
Maintaink  LIN2 IANJ Y (2 @S NADISS conpliid@staDs with DUPp@AinE SNE Q t / L
documentation.
The Clerk to the Coundlresponsible for tracking employee participation in the security awareness
program, including:
Facilitating participation upon hiend at least annually.
Ensuring that employees acknowledge in writing at least annually that they have read and understand
the/ 2 dzy Dfbrinadon security policy.
Written contracts require adherence to HI3S by the service provider.
Written contracts include acknowledgement or responsibility for the security of cardholder data by the
service provider.

25.ThirdParty Access tdCard Holder Data

All third-party companies providing critical servicegh® Councimust provide an agreed Service Lleve
Agreement.

Al third-party companies providing hosting facilities must comply with b€ a t K& a A OF £ { ¢
and Access Control Padis

All third-party companies which have access to Card Holder information must:

1. Adhere to the PCI DS&curity requirements.

2. Acknowledge their responsibility for securing the Card Holder data.

3. Acknowledge that the Card Holder data must only be used for assisting the completion of a
transaction, supporting a loyalty program, providing a fraud control seovitor uses specifically
required by law.

4. Have appropriate provisions for business continuity in the event of a major disruption, disaster or
failure.

5. Provide full cooperation and access to conduct a thorough security review after a satustgn
to a Payment Card industry representative, or a Payment Card industry approved third party.

26.User Access Management

Access tdhe Councils controlled through a formal user registration process beginning with a formal
notification fromthe Clerko the Council

Each user is identified by a unique user ID so that users can be linked to and made responsible for their
actions. The use of group IDs is only permitted where they are suitable for the work carried out.

There is a standard level of assgother services can be accessed when specifically authorized by
HR/line management.

The job function of the user decides the level of access the employee has to cardholder data
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A request for service must be made in writing (email or hard copy) fy$hé O2 YSNRa f Ay S VY
by HR.

The request is free format, but must state:

Name of person making request:

Job title of the newcomers and workgroup:

Start date:

Services required (default services are: MS Outlook, MS Office and |aress):

Each user will be given a copy of their new user form to provide a written statement of their access
rights, signed by an IT representative after their induction procedure. The user signs the form indicating
that they understand the conditions afcess.

Access to allouncikystems is provided by IT and can only be started after proper procedures are
completed.

As soon as an individual leaves thdZoOémipléyenent, all his/her system logons must be

immediately revoked.

As part of the emloyee termination process HR (or line managers in the case of contractors) will inform
IT operations of all leavers and their date of leaving.

27 Access Control Policy

Access Control systems are in place to protect the interests of all ugiees@duncil Gomputer systems
by providing a safe, secure and readily accessible environment in which to work.

The Councilvill provide all employees and other users with the information they need to carry out their
responsibilities in as effective aafficient manner as possible.

Generic or group IDs shall not normallypleemitted butmay be granted under exceptional circumstances
if sufficient other controls on access are in place.

The allocation of privilege rights (e.g. local administrator, doathninistrator, supeuser, root access)
shall be restricted and controlled, and authorization provided jointly by the system owner and IT Services.
Technical teams shall guard against issuing privilege rights to entire teams to prevent loss of catyfidential

Access rights will be accorded following the principles of least privilege and need to know.

Every user should attempt to maintain the security of data at its classified level even if technical security
mechanisms fail or are absent.

Userselecting to place information on digital media or storage devices or maintaining a separate database
Ydzad 2yfeé R2 a2 6KSNB &4dzOK |y FFOUA2y A& Ay | 002N

Users are obligated to report instances of fommpliance to theClerk tothe Council.

Accesstdl KS / ATdmySQuicés@rid services will be given through the provision of a unique Active
Directory account and complex password.

No accesstoarly K S/ 2ATdmysQuicés@rid services will be provided without pridmentication and
I dzii K2 N&A T I (i WindbwsAdtivelDiredimsirySaidouit.
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Password issuing, strength requirements, changing and control will be managed through formal processes.
Password length, complexity and expiration times will be controlledghrédindows Active Directory
Group Policy Objects.

Access to Confidential, Restricted and Protected information will be limited to authorized persons whose
job responsibilities require it, as determined by the data owner or their designated representative.

Requests for access permission to be granted, changed or revoked must be made in writing.

Users are expected to become familiar with and abidé ByS / 2pdligied, sthn@aids and guidelines for
appropriate and acceptable usage of the networks astéBys.

Access for remote users shall be subject to authorization by IT Services and be provided in accordance with
the Remote Access Policy and the Information Security Policy. No uncontrolled external access shall be
permitted to any network device or neorked system.

Access to data is variously and appropriately controlled according to the data classification levels described
in the Information Security Management Policy.

Access control methods include logon access rights, Windows share and NTFpg/ussesi
account privileges, server and workstation access rights, firewall permissions, IIS intranet/extranet
authentication rights, SQL database rights, isolated networks and other methods as necessary.

A formal process shall be conducted at regular intervals by system owners and data owners in
O2yedzyOliAzy 6AGK L¢ { SNBAOSA (2 ldgdedehdpSediseS NB Q |
aKFft aady 2FF (GKS NB Ot#inSed actedsrights @S | dzi K2 NR G & F 21

28 Wireless Policy
Installation or use of any wireless device or wireless network intended to be used to connect to any of the
/ 2 dzy r@twérks ar environments is prohibited.

A quarterly test should be run to discover any wireless access points conneit&d3o / heimyoA f Q a

Usage of appropriate testing using tools like net stumbler, kismet etc. must be performed on a quarterly
basis to ensure that:

Any devices which supgiavireless communication remain disabled or decommissioned.

If any violation of the Wireless Policy is discovered as a result of the normal audit processesiritye
officer or any one with similar job descriptibas the authorization to stop, cease, shut down, and
remove the offending device immediately.

If the need arises to use wireldsghnologyjt should be approved tihe Counciand the following
wireless standardsiustbe adhered to:

1. Default SNMP commitg strings and passwords, passphrases, Encryption keys/security related
vendor defaults (if applicable) should be changed immediately after the installation of the
device and if anyone with knowledge of these leave£tencil

2. The firmware on the wirets devicemustbe updated accordingly as per vendors release
schedule
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The firmware on the wireless devices must support strong encryption for authentication and
transmission over wireless networks.

Any other security related wireless vendefaults should be changed if applicable.

Wireless networks must implement industry best practices (IEEE 802.11i) and strong encryption
for authentication and transmission of cardholder data.

An Inventory of authorized access points along with a busingggcation must be maintained.
(Update Appendix B)
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Appendix A Agreement to Comply ForpmpAgreement to Comphyith the Clowne
Parish Councihformation Securityolicy

Employee Name (printed)

| agree to take all reasonable precautions to assure that company internal information, or information that has
been entrusted to the Gmcilby third parties such as customers, will not be disclosed to unauthorized persons.

At the end of my employment or contract with theu@oil, | agree to return all information to which | have had
access as a result of my position.

| understand that I not authorsed to use sensitive information for my own purposes, nor am | at liberty to
provide this information to third parties without the express written consent of the internal manager who is the
designated information owner.

| have access to ajgy of the Information Security Pgli¢ have read and understanddipolicy and | understand
how it impacts my job. As a condition of continued employment, | agree to abide by theapaliother
requirements found in thé 2 dzy iBfdra@ansecurity policy.

| understand that nortompliance will be cause for disciplinary action up to and including dismissal, and perhaps
criminal and/or civil penalties.

| also agree to promptly repoall violations or suspected violations of information security policies tGldr&
to the Councll

Employee Signature

Date Signed
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29.Appendix B

Asset/Device
Name

Description

Owner/Approved
User

Location

List of Service Providers

Name of Servicg
Provider

Contact Details

Services Provided PCI DSS Compliant

PCI DSS Validation
Date
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Clowne Parish Councill

Council Term abffice 2019 2023

Employee Grievance Policy
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1. Introduction

1.1 The purpose of this policy is to ensure that all employe€towne Parish Counliereafter
NBFSNNBER {2 withaa grievakce rélatiggdny/ir@ik dmplayment can upecedure that
can help to resolve grievances as quickly and as fairly as possible.

1.2 Grievances can arise from a variety of sources, such as decisions whi¢h affeét  T¥ YSYo6 S
employment or more personal situations. They can arise among any member oftetafthe
Council

1.3 All employees have a responsibility to find ways to resolve disagreements, conflicts and concerns,
in the workplace. Such resolution is normally posshidsvever f, despite attempts to find agreement,

a dispute or disagreement leads to your having a grievance about the behaviour or conduct of a
colleague Councilloor your employment, you aiiastructedto pursue the matter in accordance with

the procedure set out below.

2. Aims and&ope of thePolicy

2.1 This policy is designed to facilitate the resolution of grievances by adhering to the following
principles:

- discouraging the harbouring of griexas

- assisting the resolution of grievances in an atmosphere of trust and confidentiality
- enabling grievances to be settled as near as possible to their point of origin

- ensuring that grievances are dealt with fully, promptly and fairly

- informingboth parties to a formal grievance that they have a right to be accompanied by a trade
union representative or work colleague at all stagfebe process

2.2 Employees will not be victimised for raising a grievance or for supporting a colleague to raise a
concern.

2.3 Situations involving discrimination, bullying, harassment or victimisation should be dealt with
under the/ 2 dzy €ydafityeéd bullying ahharassment policies.

3. Representation

3.1 At all stages of the procedure, either party has the right to be accompanied and/or represented by
his/her trade union or by a work colleague.

3.2 Where a grievance is against an accredited trade union @sprofial association representative,
no action shall be taken unless and until the matter has been discussedQigrthéo the Coundbr

a person acting on their behalf),K S/ zhdmya®resbuixéprofessional advisqHR) and a full
time officer d that trade union or professional associat{@rhere applicable)
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4. Timelimits

4.1 Time limits in the policy should be adhered to whenever possibthey may be altered to meet
particular circumstances by agreement between the parties. There will be a balance between the
principle of resolving a grievance promptly and that of ensuring sufficient time is takerstigate

the grievance consider theihdingsandfind a resolution that allows everyone to return to normal
working as quickly as possible.

5. Process
5.1Informal3ageq Stage 1

5.1.1 Employeeghereafter referred toail K S W 3 dhhul @ridgavo@ o approach the person
with whom hey have a grievance, to see whether the grievance can be resolved by informal
discussion, before approaching tGéerk to the Council.

5.1.2 If the grievance is about ti@@derk to the Coungithe grievantshould still approach them to see
whether the grievance can be resolved through informal discussion. It is important that the employee
or Councillowhom the grievance is against is given an opportunity to change their decision or resolve
the complaint edy on in the process. tlfie grievanitdoesnot feel able to approach the perstmey

feel is responsible atmeir own,they may wish to ask a colleague or trade union representative to
accompanyhem.

5.1.3 If not able to resolvihe grievance by approasty the person you feel is responsible or you do
not feel able taapproach them directlthenyou should raise it with your line manager, either orally
or in writing. If the complaint relates to your line managédro will write to you to acknowledge
recdpt. The grievanshould raise it witthe Clerk to the Counai if the grievance relates to the Clerk
then raise it with the Chair to the Council.

51.4¢ KS 3 Nln&rgahager Wilkiconsidéne grievance and, in consultation withe grievant
(A NR S éhhayyvisird ask a colleague or trade union representative to accortipEm), seek to
resolve the issue at this informal stage and determine whether the matter can be resolved
immediately or whether there is a need for it to be investigatedéurt

515¢ KS 3 Nln&rzahager shauld take appropriate steps to resthiegrievance informally

within five working days or as soon as reasonably practicable, including meetitigewitievantto

discuss your concerns and the possible resaiutiok S 3 NIn&r@ahager Willithen communicate

to the grievantwhat steps will be taken to resolve the grievance, by whom and when these will occur.

5.1.6 Ifthe grievant isiot satisfied with the outcome, or beliesglat the informal resolution isot
appropriate, you should follow the formal stages of the grievance procedure, as set out below.

5.2 FormaRSagec Stage 2

5.2.11f it has not been possible to resolve the grievance through the informal prowegsievant
shouldthen formallyset out in writing the details and naturetbkir grievance and howhe grievant
believesit could best be resolved. The formal grievance should be given @lgheto the Council
who will write tothe grievanto acknowledge receipt
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If the grievance is about th@erk to the Counailr if they have previously been involved in the case
(including at the informal stage), the grievance shoultbbgardedto the Chair of the Couna¥ho
will write tothe grievanto acknowledge receipt

5.2.2The grievanshould, wherever possible, use the templatappendixl to submit ther

grievance. lts advisable to seek representation at this stage from a trade union representative or
work colleague, if you have not already done so. The template has sptweIaA S JI y (i Qa
representative contact details.

5.2.3TheClerk to the Counailr the Chair ofthe CounciWill arrange for a meeting to take place within
five working days or as soon as reasonably practicable after receiving the formal grievance.

5.2.4If thed N S geprgsén@tive is unable to attend on the date gitbgrihe Clerko the Council
or Chairof the Councijlthen a suitable alternative date should be agreed upon, preferably within five
working days of the original date.

5.2.5TheClerk to the Counailr the Chair ofthe Counciill lead the meeting and will ensure the
grievanthas the opportunity to explain their concerpsovide any evidendbey may havandto
explainhow they think the matter can be resolved.

5.2.6The trade union representative will be allowed to address the meeting to put and sum up the
3 NR S @Hse/ réspand on behalf of tiggievantto any views expressed at the meeting and confer
with the grievantduring the hearing. The representative does not have the right to answer questions
onthegrievanRa o6 SKI f T3 | RR NyRetaatdoaskh& wish® brigdewsr thgfiebantli K S
from explaining their case.

5.2.7TheClerk to the Counailr Chair of the Counahould arrange for a note taker to be present to

take a formal record of the meeting that will be provided to all parties. Thewlsa@aarrange for an

HR adviser to be present to provide advice; they should in any case seek advic&kfi®m / 2 dzy OA f ¢
nominatedHRprofessional advisdhroughout the formal process.

5.2.8TheClerk to the Counailr Chair of the Counanill then congler the grievanceundertake

further investigations if requireand reply orally as soon as possible, and in writing wehiworking

days, setting out where appropriate what action is intended to be taken to resolve the grievance. The
notes of the medhg should also be provided along with an explanation oftiesan & NA I K G (0 2
appeal the decision and the timescales for doing so.

6. AppeaProcess; Stage 3

6.1 Ifthe grievant istill dissatisfied with the outcome of the grievatioey can appeal. This must be
done in writing to theChair of the Coungcitletailing the grounds of appeal, within ten working days of
receiving the grievance decisidhthe grievance relates to then@r of theCouncilthen the appeal
should be addressed to the Vice Chair of the Council.

6.2 The appeal hearing will be heard by an appaaél of three Councilloeppointed by theChair of
the Council (unless the grievance resdtethe Chair of the @uncil, if it does thethe Vice Chair of
the Council will undertake the appointments)
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If the Grievance is against multi@euncillors (including the Chair and or Vice Ctien) it may be
necessary to seadssistance froman independent panel of Couhars from the Principal Authority or
a neighbouring Parish Council.

The overriding principle is thadersors hearing the case at appeal stagastnot previoushjhave
been involved with the grievance.

6.3 Thegrievantwill receive notice of thappeal hearing no less than seven working days in writing
before the hearinglate. Every effort must be made to attend the hearing date biltafgrievantor
his/her representative is unable to attend on the date given, a suitable alternative date ls&ould
agreed upon, preferably within five working days of the original Hadedate cannot be agreeuth

the grievanthen the Council reserves the right to set a date no less than seven days before the
hearing and hear the appeal case without ginevart being present.

6.4 The trade union representative will be allowed to addresajppeal hearingo put and sum up
the 3 N S @dse/ répand on behalf of tigeievantto any views expressed at the meeting and
confer with the employee during the hearirithe representative does not have the right to answer
questions on tha NJA S Behaff jatdess the hearing if theevantdoesnot wish it or prevent the
grievantfrom explaining their case.

6.5 TheAppeals Panahould arrange for a note taker be present to take a formal record of the
hearing. This will be provided to all pariieglved in the hearingrhePanelmay also arrange for an
HR adviser to be present to provide advaithough the panethould in any case seek advice fram
HRprofessional advisahroughout the formal process.

6.6 The grievantnay invite any appropriate witnesses to be present at the appeal hearing in support
of the appeal. Equally, theppeals Panehay arrange for any appropriate persons to be present as
required including witnesses, etc. Notice of whitl be present at the appeal hearing must be
provided to thegrievantwho is making the appeal, at least five days before the appeal hearing date.

6.7 The decision of the appeal hearing will be communicatétetgrievantin writing within seven
working days of the hearing. The decision of the appeal decision maker will be final and represents the
end of the internal process.

7. Collective grievances

7.1 Where a grievance is raised by more than one employddehamature of the grievance and the
desired resolution are the same, the grievance will be treated as a collective grievance.

7.2 A trade union representative can raise a collective grievance on behalf of employees. The
principles of this procedure wélso apply to collective grievances.

7.3 In all instances, the group of employees should formally lodge their grievance in writing to the
Clerk to the Council or if the grievance relates to the Clerk then it should be lodged with the Chair of
the Counciby completing the template attached @appendixl.

Only ane form should be submitted but must be signed by all employees who are party to the
grievance.
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7.4 The arrangements for the grievance hearing will be made in accordance with section 6 above. The
employeesvho are signatories to the grievant@y nominate one person to represent the graup

most cases this will be the trade union representativésaale union representatives where the
employees involved are members of more than one trade union.

7.5 If thegrievantare dissatisfied with the outcome of the grievance hearing they can appeal. The
arrangements for the appeal hearing will be made aoatance with sectiof above. The decision of
the Appeal Panedill be final and represents the end of the internal process.

8.EqualityMonitoring

8.1 To ensure thahe Council isneetingits public sector equality duty, will monitor annually the

impact of this policy by reference to the protected characteristics of staff (age, disability, gender
reassignment, marriage or civil partnership, pregnancy or maternity, race, religion or belief, sex and
sexual orientation). Theesults will be shared (anonymised where appropriate) with the recognised
trade unions.
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Appendix 1

Clowne Parish Council

Employee Grievance Form

Name of Grievant(s):

1
2
3.
4
5

Date ofincident(s)

Nature of Grievance

Please give as much detail as posgjbibo, what, when, where, withesses etc.
Please continue on separate sheet if needed.

Signed by:

Print Name:

Date submitted:
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Clowne Parish Council

Council Term of Office 2012023

Employee Disciplinary Policy
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